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Cvent takes security of consumer information seriously. In addition to identifying the
vulnerability, Cvent has also enhanced its monitoring, controls, and employee training to prevent
this type of situation from reoccurring in the future.

Beginning on or about June 24, 2019, Cvent will be mailing letters to all potentially affected
registrants, in substantially the same form as the letters enclosed at Attachment B, on its own
behalf and on behalf of the entities listed in Attachment A to the extent Cvent and/or these
entities are required to provide such notice.

Please do not hesitate to contact me if you have any questions regarding this matter, Cvent
sincerely regrets that this incident occurred, and is committed to working with companies to
address this matter.

Sincerely,

Jason C. Chipman

Enclosures



Attachment A



Boston College

National Research Corporation



Attachment B

Sample notices, including sample notices sent from
Cvent customers and from Cvent, as well as samples
where security code was and was not potentially
accessed



June 24, 2019
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We are writing to notify you of an incident of potential unauthorized access to the credit/payment card
vou used to recently register for an event. The privacy and protection of event registrants’ information 1s
a matter we take very sertously. and we have worked swiftly to resolve the incident. We deeply regret
the inconvenience this may cause, and we recommend that you closely review the information provided
in this letter for some steps that you may take to protect yourself against potential misuse of your
information.

We were notified by a vendor who facilitates our event registration process of a security incident
potentially affecting a limited set of our event(s) attendees. Specifically, the vendor became aware of the
potential presence of malicious unauthorized code on our event’s registration page. The vendor promptly
engaged a leading third-party cybersecurity firm and began investigating to determine whether any
registrant information may have been affected. The vendor’s investigation determined that a malicious
unauthorized party was able to msert unauthorized code into a third-party extension utilized by the
vendor’s creative team on our event’s registration webpage. The unauthorized code may have had access
to credit/payment card information submitted into certain event guest registration websites between
April 16 and May 30, 2019.

While we will not be able to determine with certainty whether any individual’s information was
accessed by the unauthorized party, it is a possibility. We assess that the information involved in this
incident may have included, at most, your credit/payment card information (e.g., name, card number,
expiration date, security code, and billing information). No other information was affected. Note that the
investigation determined that registrants who used Internet Explorer to register for the event would not
have had their information accessed.

We take the security of your information seriously and appreciate the trust you place in us. We have
been working diligently with our vendor to investigate the incident, and they have engaged an
independent third-party cybersecwity forensic expert to support our investigation. They have also
notified and are actively working with law enforcement and payment card brands.

Our vendor has identified the vulnerability, and the situation has been resolved. We have also confirmed

that the vendor has enhanced its monitoring, controls, and employee training to prevent this type of 0000138
situation from reoccurring m the future. @
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Cvent, Inc. June 24, 2019
PO Box 589

Claysburg, PA 16625-0589

Dear Sample A Sample:

We are Cvent, a vendor who facilitated H event registration
process. We are writing to notify you of an incident of potential unauthorized »~~=ss to the
credit/payment card you used to recently register for — The
privacy and protection of event registrants’ information is a matter we take very seriously, and we have
worked swiftly to resolve the incident. We deeply regret the inconvenience this may cause, and we
recommend that you closely review the information provided in this letter for some steps that you may
take to protect yourself against potential misuse of your information.

We became aware of the potential presence of malicious unauthorized code on the event registration
page that affected a limited set of the event’s registrants. We promptly engaged a leading third-party
cybersecurity firm and began investigating to determine whether any registrant information may have
been affected. The investigation determined that a malicious unauthorized party was able to insert
unauthorized code into a third-party extension used on the event’s registration webpage. The
unauthorized code may have had access to credit/payment card information submitted into the event
registration website between April 16 and May 30, 2019.

While we will not be able to determine with certainty whether any individual’s information was
accessed by the unauthorized party, it is a possibility. We assess that the information involved in this
incident may have included, at most, your credit/payment card information (e.g., name, card number,
expiration date, and billing information). No other information was affected. Note that the
investigation determined that registrants who used Internet Explorer to register for the event would not
have had their information accessed.

Working with our independent third-party cybersecurity forensic expert, we identified the
vulnerability, and the situation has been resolved. To address the issue, we have also enhanced our
monitoring, controls, and employee training to prevent this type of situation from reoccurring in the
future. Further, we have also notified and are actively working with law enforcement and payment card
brands.

To help protect your identity, to the extent available in your jurisdiction, we are offering you a
complimentary one-year membership of Experian’s® IdentityWorksSM. This product provides you
with superior identity detection and resolution of identity theft. To activate your membership and start

monitoring your personal information please follow the steps below: 0000026
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