


Exhibit A

blackbaud

Dear I

Please see a personalized note below for your organization from our Chief Information
Officer. Thank you.

Dear .

We are writing to notify you about a particular security incident that recently
occurred. Please review this email for a personalized link, next steps and
resources created for your organization specifically.

What Happer -~

The Cybercrime industry represents an over trillion-dollar industry that is ever-changing
and growing all the time—a threat to all companies around the world. At Blackbaud, our
Cyber Security team successfully defends against millions of attacks each month and is
constantly studying the landscape to ensure we are able to stay ahead of this
sophisticated criminal industry. In May of 2020, we discovered and stopped a'
ransomware attack. In a ransomware attack, cybercriminals attempt to disrupt the
business by locking companies out of their own data and servers. After
discovering the attempted attack, our Cyber Security team—together with
independent forensics experts and law enforcement—successfully prevented the
cybercriminal from blocking our system access and fully encrypting files; and
ultimately expelied them from our system.

Prior to our locking the cybercriminal out, the cybercriminal removed a copy of a subset
of data from our self-hosted environment. The cybercriminal did not access credit card
information, bank account information, or social security numbers. Because protecting
our customers’ data was our top priority, we paid the cybercriminal's demand with
confirmation that the copy they removed had been destroyed.

Based on the nature of the incident, our research, and third party (including law
enforcement) investigation, we have no reason to believe that any data went beyond the
cybercriminai, was or will be misused; or will be disseminated or otherwise made
available publicly. In accordance with regulatory requirements and in an abundance of
caution, we are notifying all organizations whose data was part of this incident and are
providing resources and tools to help them assess this incident. :

What This Means for Your Organization Specifically

Our public cloud environment (Microsoft Azure and Amazon Web Services) and most of
our self-hosted datacenters, products and customers were not part of this incident, but
we have confirmed the following specific to your organization:












Because protecting customers’ data is their top priority, Blackbaud paid the
cybercriminal's demand with confirmation that the copy they removed had been
destroyed. Based on the nature of the incident, their research, and third party (including
law enforcement) investigation, we have no reason to believe that any data went beyond
the cybercriminal, was or will be misused, or will be disseminated or otherwise made
available publicly. '

Next Steps

Although we maintain detailed data protection and privacy policies with all our vendors, we
are continuing to review and enhance our security procedures and measures to help
prevent this type of incident from recurring in the future.

According to the information that we received, Blackbaud engaged a leading cybersecurity
firm to support its investigation and response and has coordinated with law enforcement
following this incident. They have implemented additional security controls and system
hardening procedures to better protect the data they maintain.

Although we are not aware of misuse of any information arising out of the incident, we are
reaching out to those whose information was contained in the aforementioned backup file.
As a best practice, we recommend you remain vigilant and cautious of any unexpected
communications purporting to come from CCCNH. If you ever have questions about the
legitimacy of any communications you receive that appear to come from CCCNH,
particularly those that relate to any sort of payment or financial information, we
recommend contacting us directly at || | N EJEE: confirm that the email was sent
from CCCNH.

We value our relationship with you and are committed to protecting the security and
privacy of the information you provide to us. We sincerely regret that this incident occurred
and any inconvenience it may cause you. Should you have any further questions or
concerns regarding this matter and/or the protections available to you, please do not

hesitate to contact us at |||

Sincerely,
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Jennifer Pierson
Executive Director






