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‘§l;ﬁ JOHN Q. SAMPLE
8 1234 MAIN STREET
ANYTOWN US 12345-6789

May 18, 2018

RE: Notice of Data Breach
Dear John Sample:

Corporation Service Company® (“CSC®”), which provides business, legal, and digital brand
services to its customers, is writing to inform you that we recently discovered an incident that
may affect the security of certain information relating to you. While we are unaware of any
actual or attempted misuse of your information, we are providing this notice to ensure that you
are aware of the incident so that you can take steps to protect your information should you feel it
is appropriate to do so.

What Happened? During routine security monitoring, we detected that an unauthorized third
party accessed parts of our network and certain systems. On April 5, 2018, we determined an
unknown actor exfiltrated a database table from our network on November 25, 2017 that
contained certain information relating to you.

What Information Was Involved? The information related to vou was lacated within the

What We Are Doing. At CSC, we are constantly working to safeguard our customers’
information from rapidly evolving threats. We are also committed to keeping our customers
informed. Upon detecting the suspicious activity, we took immediate steps to stop the activity,
informed law enforcement, and engaged two leading, independent cyber security investigation
firms. In addition, we implemented steps, many of which were already in development, to further
enhance our security protocols. These included, but were not limited to, requiring two-factor
authentication on certain customer facing applications and internal administration logins,
expanding web application and other firewalls, and mandating 16-character employee passwords.
There is no evidence of current or ongoing unauthorized access to our information or activity in
our systems. We continue to monitor all systems for unusual activity.

We are providing notice of this incident to you, and also offering you complimentary access to
12 months of free credit monitoring and identity restoration services with AllClear ID. We are
also notifying certain state regulators and consumer reporting agencies of this incident.
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