cord blood
reglstry

February 25, 2011

Office of the Attorney General
State of New Hampshire

33 Capitol Street

Concord, NH 03301

Delivery Via Federal Express

RE: Notification of Data Security Breach Incident

Ladies and Gentlemen:

This letter is being sent in accordance with New Hampshire law to inform your offices that our company recently
discovered that computer backup tapes containing information about approximately 600 of our customers who are
residents of New Hampshire was stolen from a CBR employee’s locked automobile. The employee placed the tapes in
his backpack for transportation from CBR’s data center to its headquarters. He parked his automobile temporarily and
tocked its doors, leaving the backpack inside, but upon returning shortly thereafter found the car’s window broken and
various items of the employee’s and CBR’s property (including the backpack containing the tapes) missing. Customer
information contained on the missing tapes may have included name, Social Security number, driver’s license number,
credit card number, and/or credit card expiration date.

We have enclosed a copy of the notice letter that we sent to affected individuals in New Hampshire on or about February
23,2010.

Our employee filed a police report promptly after the theft. We hired consultants with specialized expertise to assist us
in assessing the nature and extent of the unauthorized acquisition of information and in developing a corrective action
plan to prevent future incidents. We are implementing that corrective action plan. As the enclosed notice to New
Hampshire residents explains, we are offering affected individuals twelve months of credit protection in the Triple
AlertSM program from an Experian company, which provides credit monitoring capabilities and assistance with identity

theft protection including identity theft insurance. We are also maintaining a toll-free telephone assistance line for
affected individuals.

We are notifying the three Consumer Reporting Agencies of this incident.

CBR remains committed to protecting our customers’ privacy, and is working to improve our security practices to
prevent any future loss of this kind.

Should you have any additional questions, you may contact me directly at_

Sincerely,

A ﬁﬂy K/ (/}ﬁ(,/i,(‘d/(

Sarah Duranske
General Counsel

Enclosure
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Frequently Asked Questions

How did this incident happen?
A CBR compu
emplovee’s locked automob

| backup tapes were stolen from

Ihe stolen tapes may have

contamed your name, Social Security number. driver’s -

cense number credit card information. andior credin card

ed no personal

expiration date The stolen compute
information CBR hired computer secunty experts 1o inves-
tigate the incident and they determined that there 15 no n-
dicauion that the personal information has been actessed or
misused We do not believe that the tapes were the larget of
the thett, and we behieve that it s unltkely that an identity

the!t wilf occur trom this situation

What information was un the tapes that were
stolen?
The tapes may bave indduded sour name address Social

Securiy number driver's heense information, and credu

card mtormation No medical informanion was mcluded
What is CRR doing in response?

A5 a precaution. CBR has arranged for you o sign up for
12 months of credit protection in the Trple Alernt™ ' program
trom an Experian company. which provides credit monitor-
ing capalilities and assistance with tdentity theft protection

includimg identiny theft insu
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How is CBR changing its procedures?
We have hired data security consultants. and have conduet-

cd internal audits of po and procedures, toadentify and

correct any weaknesses This is consistent with our culture

of conttnuous improvement Qur goal 15 to continually 1m-

pruve our processes and sy stems to prevent ths type of in-
cident in the future We remam commtted to keeprng vour

data secure from 1llegal access
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Although we do not believe this situation w il result in identity
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FACQ You also can obtain a free credit report by

visiing www annualcreditreport com or by ca
(8773322-822y
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fwaoagengies and w
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1s not the result of wdentity theft. At the end ot

Alerton your credit file 1fvou have been the victim of
identity thett you may be able 1o place a 7-vear fraud
alert un voul account You can obtiin more informa-
tion online at the Federal Trade Comnuission’s website

shown on the attached reference sheet
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wilf be asked 1o provide proot of vour sdentification
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but 1t should not interfere with your daily use of ex-
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I'he Frand Alert and a credit momitoring product are

comphmentary to each other The Fraud Alert is de-
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your file that may have taken
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credit repattis)

Enroll in Triple Alert™
CRR has partnered with Consumer!nfo com. Inc - an
Experian’ company. 1o provide vou with ane year of

credil momtorng at no cost to vou Thrs credit moni-

toring product Triple Alert will monitor vour Fxperi-

an. Equifax” and TransUnton® credst repons every day

and notihy you 1¢ hey changes are detected on amy of

your three reports I'his eredit monitoring membership

1< a valuahle ool that vou can use to help vou identify

the possible misuse ot vour information Enro

ng in

this program will not hurt your crednt score
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= 1)
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opened accounts. delinguencies pubhic records or

address changes

+ Toll-tree access to s dedicated team of traud resolu-
tion represemtatives who will help you inveshgate
cach neident. contact credit grantors to dispute

d compile

documents, and contact all relevant government

charges. close accounts it need be

agencics

lentity theft msurance  coverage

New York state residents) with zero

eductible prosided by Virgin

Surety Company.
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Inc. for certam adentity theflt expenses (Insurance

coverage Is not available in 1S overseas (

monwealth or Terntories (e g Puerta Ricoj)

Onee your enrollment in Triple Alert 18 complete. you

should carefully review your credit reports for po-

tentially maccurate or suspictous iiems. 1 you have

questions about Triple Alert, need help understanding
somathing on vour credit repott, or suspect thal an
item on your credil report may be fraudulent, please

contact Expenan’s customer care at (860) 252-0121

W hat should | he looking for on my credit
repart?

When vou recerve vour credit report. Jook 1t over carefully
Look Tor anv accounts that vou don t recognize, especially
that vou did

new accounts and for ingunes from credit

not istiate. Look 1 the persenal information seciion o see
1t the residence and emplovment information 1s correct or

has changed

These things would be indicanons of fraud 1t vou see
formation you do not understand or that 15 wrong. contacl
Experan’s customes care ali 8603 252-0121 or call the crednt
agency at the number on the report and speak to a stalf
member 11 the information cannot be explamed, vontact

vour local pulice or shentt's ofhee

What else can 1 do?

You should afso carefully review your credit card and bunk

statements eveny month 1o 1dentify any unauthorized trans-

actions

If somcone has used myv information, what
should 1 de?

You shoutd smmediately nouty vour focal police or sher-

17s office and file a report. Get a copy of the police report.
because you may need 1o give a copy 1o the credit agencies

or creditors Also contact one of the three credit agencies

and place a fraud alert on your account

de Commussion and

You should also contact the Federal T
file a report of dentity theft by using the telephone number

the attached Reference Sheet

1 website shown

Reference Sheet

Credit Reporting Agencies:

(8UQ) 525-6285. www.equifax.com: PO, Box 740241, Atlanta, GA 30374-024 1

n (BR8) EXPERIAN, (8881 397-3742 www experian com, PO Box 2002 Allen, Tx 75013
ransUnion: (800) 680-7289, www frans Pr). Box 679
erton, CA 92834-6790

+ Equifax

- Lxp

ion.com: Fraud Vichim Assistance Divist

Fur a free copy of your credit repurt:
Credt Reports hitp waww annualereditieport com, (877) 322-8228

Federal Trade Commission:

I. Identity Theft
othne 877-1D-TH (8771 438-4338
»hitp www fte gov bep edu microsites idtheft consumersindex html

« Affdavit http/wwaw fte gov'bep edu/resources forms/affidasit pdl

nga Complaint with the FTC
= hitp swww fie gosrdthe ft
ST FTC-HFU PO (RT7382-4357 T1Y (866) 6533-4261

Social Security Administration:
» Fraud Hotling, (800) 269-0271
» Benehts Statement (8003 77221243

* hiip www 552,200

214018
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