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May 10, 2019

By Certified Mail

Office of the New Hampshire Attorney General
33 Capitol Street
Concord, NH 03301

Re: Notification of Data Breach
Attorney General Gordon MacDonald:

| am writing on behalf of our client Condé Nast, to inform you of a data security incident that has
affected approximately 6 New Hampshire residents. it appears that between April 14, 2019, and
April 17, 2019, an unauthorized person or persons gained access to certain systems of the third-
party vendor that maintains and operates certain subscription pages for Condé Nast (“Vendor"). The
unauthorized person(s) appear to have used this access to modify certain subscription pages to
acquire transaction information. This may have resulted in the compromise of names, postal
addresses, email addresses, and payment card information (including card number, expiration date,
and CVWV) for individuals transacting on the affected subscription pages during the relevant period.

Condé Nast first learned of a potential incident on April 17, 2019, when a third-party provider of
advertising services informed Condé Nast that there was a policy violation/malvertising on a
subscription page. Condé Nast immediately began working with Vendor to assess the nature of the
potential incident. The vulnerabilities were removed on April 17, 2019. On April 24, 2019, Vendor
notified Condé Nast that it had a reasonable belief that the unauthorized code compromised
transaction information. Condé Nast does not believe that the unauthorized person(s) continue to
have access to Vendor's network or systems. Condé Nast is not aware of any evidence indicating
that the unauthorized person(s) had access to systems other than those operated by Vendor.

While the investigatinn caontinues, Condé Nast's current understanding is that the incident potentially
affected approximat ' 1,161 people, with 6 of those appearing to be New Hampshire residents.
Vendor reports that it has reset all passwords used to access the systems impacted by the incident
and that stronger password policies have been implemented. Condé Nast has arranged for
Experian to provide one year of credit monitoring and identity protection services at no cost to US
individuals who may have been affected by the incident. Information about how affected individuals
can acquire these services and a description of the services is included in the consumer notice,
which is enclosed.

Condé Nast notified affected individuals on May 10, 2019, and has notified law enforcement and
financial institutions.
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Please feel free to contact me if you have any questions or require additional information.

Sincerely,

James Denvil

Senior Associate
w.james.denvil@hoganiovelis.com
+1 202 837 5521

Enclosures: Iindividual Notice
























