Jim E. Prendergast 1275 Drummers Lane, Suite 302
Office: 267-930-4798 Wayne, PA 19087
Fax: 267-930-4771

Email: jprendergast@mullen.law

April 14, 2017

INTENDED FOR ADDRESSEE(S) ONLY

VIA U.S. MAIL

Attorney General Joseph Foster

Office of the New Hampshire Attorney General
Attn: Security Breach Notification

33 Capitol Street

Concord, NH 03301

Re: Notice of Data Event
Dear Attorney General Foster:

We represent Combat Brands LLC, 15850 West 108™ Street, Lenaxa, KS 66219 (“Combat Brands™), and
are writing to notify your office of an incident affecting Combat Brands’s e-commerce sites,
www.fightgear.com, www.fitnesslst.com, www.ringside.com, and www.combatsports.com, that may
affect the security of personal information relating to certain New Hampshire residents. By providing this
notice, Combat Brands does not waive any rights or defenses regarding the applicability of New Hampshire
law, the applicability of the New Hampshire data event notification statute, or personal jurisdiction.

Nature of the Data Event

On January 25, 2017, Combat Brands began investigating some unusual activity reported by its credit card
processor. Combat Brands immediately began to work with third-party forensic experts to investigate these
reports and to identify any signs of compromise on its systems. On February 23, 2017, Combat Brands
discovered that it was the victim of a sophisticated cyber-attack that resulted in the potential compromise
of some customers’ debit and credit card data used at www.fightgear.com, www.fitnesslst.com,
www.ringside.com, and www.combatsports.com between July 1, 2015 to February 23, 2017.

Since that time, Combat Brands has been working with third-party forensic investigators to determine what
happened, what information was affected and to implement additional procedures to further protect the
security of customer debit and credit cards. Combat Brands removed the maiware at issue to prevent any
further unauthorized access to customer debit or credit card information. Combat Brands is also working
with the Federal Bureau of Investigations to investigate this incident. Customers can safely use their
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payment card at  www.fightgear.com, www._fitness1st.com, www.ringside.com, and
www.combatsports.com.

Notice to New Hampshire Residents

Through the ongoing third-party forensic investigations, Combat Brands confirmed on February 23, 2017
that malware may have stolen credit or debit card data from some credit and debit cards used at
www fightgear.com, www fitness1st.com, www.ringside.com, and www.combatsports.com between July
1, 2015 and February 23, 2017. The information at risk as a result of this event includes the cardholder’s
name, card number, expiration date and CVV. Combat Brands determined that personally identifiable
information relating to one hundred and sixty-three (163) New Hampshire residents may have been
compromised. Combat Brands is providing written notice of this incident to these potentially impacted
New Hampshire residents beginning on or about April 14, 2017, in substantially the same form as the letter
attached hereto as Exhibit A.

Other Steps Taken and To Be Taken

Combat Brands is working with the FBI to investigate this incident. Combat Brands has established a
dedicated hotline for individuals to contact with questions or concerns regarding this incident. Additionally,
Combat Brands is providing potentially impacted individuals with helpful information on how to protect
against identity theft and fraud, including how to place a fraud alert and security freeze on one’s credit file,
the contact information for the national consumer reporting agencies, how to obtain a free credit report, a
reminder to remain vigilant for incidents of fraud and identity theft by reviewing account statements and
monitoring free credit reports, and encouragement to contact the Federal Trade Commission, state attorney
general, and law enforcement to report attempted or actual identity theft and fraud. Combat Brands is also
providing written notice of this incident to other state regulators and the national consumer reporting
agencies as necessary.

Contact Information

Should you have any questions regarding this notification or other aspects of the data security event, please
contact us at 267-930-4798.

Very truly yours,

James E. Prendergast of
MULLEN COUGHLIN LLC
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@ COMBAT BRANDS, LLC

Return Mail Processing Center
P.O. Box 6336
Portland, OR 97228-6336

Re: Notice of Data Breach

We recently learned that we were the victims of a sophisticated cyber-attack that may affect the security of your
payment information. We are providing you with information about the incident, steps we are taking in response, and
steps you can take to protect against fraud should you feel it is appropriate.

What Happened? On January 25, 2017, we began investigating some unusual activity reported by our credit card
processor. We immediately began to work with third-party forensic experts to investigate these reports and to
identify any signs of compromise on our systems. On February 23, 2017, we discovered that we were the victim
of a sophisticated cyber-attack that resulted in the potential compromise of some customers’ debit and credit card
data used at www.fightgear.com, www.fitnesslst.com, www.ringside.com, and www.combatsports.com between
July 1, 2015 and February 23, 2017.

Since that time, we have been working with third-party forensic investigators to determine what happened, what
information was affected and to implement additional procedures to further protect the security of customer debit
and credit cards. We removed the malware at issue to prevent any further unauthorized access to customer debit or
credit card information. We are also working with the Federal Bureau of Investigations to investigate this incident.
You can safely use your payment card at our websites.

What Information Was Involved? Through the ongoing third-party forensic investigations, we confirmed on
February 23, 2017 that malware may have stolen credit or debit card data from some credit and debit cards used
at www.fightgear.com, www.fitnesslst.com, www.ringside.com, and www.combatsports.com between July 1, 2015
and February 23, 2017. The information at risk as a result of this event includes the cardholder’s name, address, card
number, expiration date and CVV.

What We Are Doing. We take the security of our customers’ information extremely seriously, and we apologize for
the inconvenience this incident has caused. We continue to work with third-party forensic investigators and law
enforcement officials to ensure the security of our systems.

What You Can Do. Please review the enclosed Privacy Safeguards Information for additional information on how to
better protect against identity theft and fraud. We encourage you to remain vigilant against incidents of identity theft
by reviewing your account statements regularly and monitoring your credit reports for suspicious activity. Under
U.S. law, you are entitled to one free credit report annually from each of the three major credit bureaus. To order
a free credit report, visit www.annualcreditreport.com or call, toll-free, 1-877-322-8228. You may also contact the
three major credit bureaus directly to request a free copy of your credit report.
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For More Information. We are very sorry for any inconvenience or concern this incident causes you. The security
of your information is a priority for us. Should you have any questions about the content of this letter or ways you
can better protect yourself from the possibility of identity theft, we encourage you to call the dedicated assistance
line, staffed by professionals who are experienced in working through situations like this, at 844-616-6616 between
9:00 a.m. and 9:00 p.m. EST, Monday through Friday, excluding major holidays.

Sincerely,

Agler 5 S

Doug Skeens
President
Combat Brands, LLC
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