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Ameriptlsa Financlal, Inc.

1443 W. Long Lake Road, Suyite 250

Troy, M| 48098 B A [} »
meriprise @,

Financial

November 10, 2015

Office of the Attorney General

Consumer Protection and Antitrust Bureau
33 Capital Street

Concord, NH 03301

Fax: (603) 223-6202

Re: Information Security Breach Notification
Dear Sir or Madam:

This lettér is for the putpose of that Columbia Threadneedle Investments had a data breach
meident involving (Z) Columbia Threadneedle Investments clients who are residents of New
Hampshire. Specifically, on October 12, 2015, a scanning error occurred with our vendor and
our clients’ Future Scholar paperwork was inadvertently scanned and uploaded to a different
investment advisory firm. The investment advisory firm reported the error to our mutual vendor
and they immediately corrected the error.

At the same time that this letter is being sent, Columbia Threadneedle Investments will also be
sending a potification letter to the affected residents, a copy of which is enclosed. The letter
describes steps Columbia Threadneedle Investments is taking to help ensure that these
individuals® accounts are not accessed by unauthorized persons and provides them with an
opportunity to enroll for one year of credit monitoring from Equifax, at Columbia Threadneedle
Investments’ expense. In addition, we have included a copy of a brochure c¢ontaining
information about how to protect against identity theft.

notifying your office

If you have any questions regarding this incident, please contact me at (248) 205-5817.

Sincerely,

)k ibont.
Kathleen A. Dedenbach,

Vice President & Group Counsel
Chief Privacy Officer

General Counsel’s Organization
Ameriprise Financial, Inc.

KAD:jaw

Fnclosures
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COLUMBIA
THREADNEEDLE

INVESTMENTS
=<<Mail Date>>

<<First Name>><<Last Name>>
<<Client Address 1>>
<Cityrs, <<BTe» <<Z P>

Dear <<First Name>> <<Last Name>>:

L am writing to make vou aware of a situation involving your personal information. On October 12, 2015, a scanning error occurred
with our vendor and your Future Scholar paperwork was inadvertently scanned and uploaded to a different investment advisory firm.
The investment advisory firm reported the error to our mutual vendor and they immediately corrected the error. We believe this
sithation poses an extremely low risk, however, the personal information that may have been viewed included your name and Social
Security number.

Ags a precaution, we are providing you with an opportunity to enroll in an independently operated credit monitoring program for one
vear at no expense to you. This program i adminigtered by Equifax, one of the three national credit reporting agencies. This service
will provide vou with an online solution which provides weekly credit monitoring of your Equifax credit file and one eopy of your
Equifax Credit Report. The Jast page of this letter details out the instructions and promotional code you need to enroll for one free
vear of coverage. .

You also may consider taking the following actions to help protect against the potential misuse of your personal information:

o  Thoroughly review your account statements and transaction confirmations.

s Closely monitor all of your personal accounts (e.g. checking and savings, credit cards, etc.) to make sure there is o
unauthorized activity.

» Read the enclosed brochure with resources and tips to help protect against identity theft.

¢ Review any solicitations you receive in the near future, including calls from someone who claims to represent Columbia
Threadneedle. If you have any doubts about the caller, hang up and call us to verify the validity of the call,

In the event that you experience frand or theft as a divect result of this sitvation, or if vou have questions, please call us at (888) 244-
5674. Our representatives are available Monday through Friday from 8 a.m. until § p.m. Eagtern Time and will be happy to assist you,

Sincerely,

Veronica Seaman
Vice President
Columbia Threadneedle Investments

Enclosure: Columbia Threadneedle Identity Theft Brochure

Columbia Threadneedle nvesments (Columbia Threadnesdle) is the global brand name of the Colunbia and Threadneedle graup of sompanies.
@ 2015 Columbia Managament Investment Advigars, All rights reserved
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EQUIFAX®

Activation Code: < <INSERT Credit Monitoring Code>>

uifax Credit Watch™ Gold with 3-ip- itorine i ity theft protection

Equifax Credit Wateh will provide you with an “early warning system” to changes to your credit file and help you to
understand the content of your credit file at the three major credit-reporting agencies, Note; You must be over age 18 with a
eredit file in order to take advantage of the produet.

Equifax Credit Watch provides you with the following key features and benefits:

o Comprehensive credit file monitoring and automated alerts of key changes to your Equifax, Experian, and TransUnion
credit reports

Wireless alerts and customizable alerts available (available enline only)

One 3-in-1 Credit Report and access to your Equifax Credit Report™

Up to $1 million in identity theft insurance ' with $0 deduetible, at no additional cost to you

24 by 7 live agent Customer Service to assist you in understanding the content of your Equifax credit information, to
provide personalized identity theft victim assistance and in initiating an investigation of inaceurare information.

90 day Fraud Alert * placement with automatic renewal functionality* (available online only)

[N S I R

o]

How to Enroll: You can sign up online or over the phone

To sign up online for online delivery go to To sign up for US Mail delivery, dial 1-866-937-8432 for
www. myservices.equifax.com/tri access to the Equifax Credit Watch antomated eproliment
process. Note that all credit reports and alerts will be semt
1. Welcome Page: Enter the Activation Code provided at the | to you via US Mail only.

top of this page in the “Activation Code” box and click

the “Submit” button. 1. Activation Code: You will be asked to enter your

2. Register: Complete the formn with your conotact enrollment eode ag provided at the top of this letter.
information (name, gender, home address, date of birth, | 2, Customer Information: You will be asked to enter your
Social Security Number and telephone number) and click home telephone number, home address, name, date of
the “Continue” button. birth and Social Security Number.

3. Create Account: Complete the form with your email | 3
address, create a User Name and Password, check the box
to eccept the Terms of Use and elick the “Comtinue”
butto.

4, WVerify ID: The system will then ask you up 10 four 4

i ti t i identity. Pl - L . A
f;:“;?; t?:;: ;33561?6; ihng‘syggfn i A ?)Ii- dg-“ buﬁfg answer confirmation number with an explanation. that you will

5. Order Confirmation: This page shows you your FeaeIve your Fulﬂ]lm(.mt Kit via the. US Mail (when
completed enrollment. Please click the “View My Eqmiiax 8 ab.l;ltt?u:%nfx yowr 1qmt1ty.)f0r A C.usmx?ler
Product” button to access the product features. Care Jetter wi . O WSiruetons (1 yowr ldfentlty

cap not be verified nging the information provided).

Please allow up to 10 business days to receive this

information.

Permissible Purpose: You will be asked to provide
Equifax with your permission to access your eredit file
and to monitor your file. Without your apreement,
Equifax cannot process your enrollment.

Qrder Confirmation: Equifax will provide a

Directions for placing a Fraud Alert
A fraud alert iz a consumer statement added to your credit report. This statement alerts creditors of possible fraudulent activity within

your report as well as requests that they contact you prior to establishing any accounts in vour name. Onee the fraud alert is added to
your credit report, all ereditors should contact you prior to establishing any account in your name. To place a fraud alert on your
credit file, visit: www.fraudalerts.equifax.com or you may contact the Equifax auto frand line at 1-877-478-7625, and follow the
simple prompts. Onee the frand alert has been placed with Equifax, a notification will be sent to the other two credit reporting
agencies, Hxperian and Trans Union, on your behalf,

1 - Idenrity Theft Insurence nnderwritten by inzurance company subsidiaries or affiliates of American Inteenaripnal Group, Ine. The deserprion herein 1 & swnmary and intended for
informarional purposes only and does not include all terms, conditions and exglusions of the policies desenbed. Please refer to the actual policies for terms, conditions, and exclusions of
soverage, Coverage may not be available in all jurisdietions.. This produet is not intended for minors (under 18 vears of age)

2 = The Autemutic Fraud Alert fzature made evailable to consumers by Equifax Information Services LLC and fulfilled on its behalf by Equifax Consumer Services LLC
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COLUMBIA
520 COLLEGE SAVING PLAN L THREADNEEDLE
INVESTMENTS

Your success. Qur priority.

REDUCE YOUR RISK
OF IDENTITY THEFT

What is identity theft?

ldentity theft occurs when someone uses your name or personal information, such

5 asyour Social Security, driver's llcense, credit card, telephone or other account,

| number, without your permission. [dentity thisves use this information i0 open credit,
bank and tglephong service accounis and make major purchases or withdrawalg —
all in your narme, Information can be used 1o take over your exlsting accounts or
open new accounts. Identity theft can result in damage to your cradit rating and
denials of credit and job offers. If this happens, you can take steps to help limit the
damages and restore your good name.

How does identity theft happen?

C T ‘

‘Dumpstér diving + Rummaging through trash looking for bills or other documents with personal
: : _ . information — your name, address, phone number, utility service account
. i numbers, credit card numbers and your Soclal Security number (SSN).

Phone calls, spam emalls or pop-up messages where criminals impersonate
financial institutions or companies io persuade you to reveal personal

| information, For example, you may receive an email asking you to update or

" confirm your information and direct you to a website that looks identical to the
legitimate grganization's gite. The phishing site is a phony site deslgned 1o trick
you into divulging your petsonal information 0 the operators can steal your
identity. If you believe a message to be phishing, forward it to spam@uce.gov
and the legiiimate company impersonated in the email. For any phishing email
impersonating Columbia Threadneedle Investments, please send your message
to service. ngquires@columblathreadneedle.com.,

Phisiing -

o
Sd&:l?a’l\tanglnbérihg

4

Someone may pretend to offer you & job of an apartment and ask you to send
personal information to gqualify. The misuse of a legitimate business, calling or
sending emails that attempt to trick vou into revealing personal information.

Thef:t ' 1 Stealing or finding lost wallets and purses, as well as mail tems such as bank
| . ‘ and credit card statements, preapproved credit offers, new checks or tax
: | information. Thieves may also work for businesses, medical offices or
i government agencies and steal information on the job.

How we protect your information

We are dedicated to protecting our clients’ assets, personal information and privacy. We rastrict access to non-public client
information t0 persons with a need to know that information. We maintain physical, electronic and procedural safeguards to
protect your information, We will not sell your personal information to anyone,

(1)
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REDUCE YOUR RISK
OF IDENTTY TREFT

Protect your identity

¥ Keep your information private
Before digclosing any personal information, ensure you
know why it is required and how it will be used.

® Don't respond 1o email, text and phone messages that
ask for personal information. Legitimate companies
don't ask for information this way. Delete the message.

m Guard your $5N
Do not give your 55N 1o people or companies that you
do net know. Do not provide your S8N 10 anyone, without
confirming that it's absolutely necessary.

= Destroy old documents
Shredl infortmation you no longer need that contains
persanally identifiable information and account numbers.
For example, credit card receipts, bliling staternents and
preapproved credit offers should be shredded before you
discard them,

® Safeguard your mail from theft
Fromptly remove incoming mail from your mailbox or
consider a locking mailbox and place ouigoing mail in
post officé collection boxes.

 Carry only the essentials
Do not carry extra credit cards, your birth certificate,
passport or Soclal Security card with you, except
when nacessary.

= Review your credit report

The law requires the three major credit bureaus — Equitax,

Experian and TranslUnion — 10 provide a free copy of your
credit report once per year,

W Visit annualcreditreport.com or call 877.322.8228
to order your free credit reporis each year.

m Consider staggering your cradit réport requasts from
each agency throughout the year Look for inquiries
and activity on your accounts that you can't explain.

® Review your statements
Carefully and promptly review all transaction confirmations,
account statements and reports. Register for access to
your accounts at columbiathreadneedie.com/us and
regularly review your account activity. Report any errors
or quastions you have on your accounts 1o your financial
professional or contact our shareholder call center at
888,244 5874,

Protect yourself online

= Be wary of any unsolicited emails and offers that seem
too good to be true. Never click on & link sent in an
unsallcited emall.

& |f you aré in doubt, don't reply. Call the institution at a
Knawn nurmber.

(2)
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m Use only secure websites when entering personal
information or making onling purchases. Secure websites
can be recognized by the prefix hitps:// and a padlock
icon in the status bar of the web browser.

® Avoid accessing your financial accounts online from public
computers at libraries, hotel business centers or airports.
These are prime target areas for thieves using kaystroke
monitaring tools to steal your usernames and passwords,

m Create unigue passwords and personal identification
nurbers (PINg) using Jettars, characters and numbers.

m Use firawalls, anti-spyware and antivirus software to protect
your home computer and regularly LUpdate thess programs.

m Ecducate yourself, There are educational materials about
tany of the online scams at onguardonline.gov.

m LImit the personal information you make public on soclal
medla slites, including information about leaving for
vacation or information ahout your routines,

Red flags of identity theft

m Unguthorized charges on your bank, credit card or
other accounts

® Misiakes an the explanation of medical benefits from your
health plan

® Your regular bills and account statements don't, arrive
on time

r Blils or collection notices for products of services you
hever received

m Calls from debt collectors about dabts that don't belong
to you

® You are wirned down unexpectedly for a loan or a job.

What to do if your personal information is lost
ar stolen

m Contact the fraud department at one of the three major
aradit bureaus and request that a fraud alert be placed on
your file. The alert instructs sraditors to verlify your identity
vig phone before opening any new accounts or making
changes to your existing accounts,

Credit bureaus

m Equifax: 800.525.8265

m Experian: 888.397.3742

® TransUnion: 800.680.7289

M [f you SUSPECt Or encountér any unauthorized activity
on your accounts with us, call your financial professional
or our shareholder call center at 388.244.5674.
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REDUCE YOUR RISK
OF IDENT.TY THEFT

What to do if you are the victim of identity theft

if you discover that someone has used your personal information to open
ascounts of pursue unauthorized activity:

» Confact your other financial institutions

They may be able 10 provide additional security measures to protect your account,

= Contact a credit bureau

Infarrn one of the thrae major credit bureaus that you are a victim of identity theft,

w File a pollce report
ldentity theft is a crime and most creditors require & law enforcement report
as proof of the theft.

m Report the crime to the Federal Trade Commission (FTC)
Your report will aid law enforcement officials across the country in their
investigations.

u File a claim with your ldentity theft insurance carriet
Cheek your policy or carrier to determine if you have identity theft insurance
protaction. If applicable, consider filing a ¢laim,

1 Comlact the financial institution and close any accounts you suspect are
fraudulent or have fraudulent transactions.

m Seek assistance
The FTC has created an ldentity theft information packet 1o assist victims,
Reguest a packet via the contact options below:

= Web: fic.gov/Idtheft
w Phone: 877.IDTHEFT (438.4338)
B TTY: 866.6532.4261

m Keep a record of your contacts
Start a file with copies of your credit reports, the police report, copies of
disputed bills and any correspondence, Keep a log of your conversations
with creditors, law enforcement officlalz and other relevant parties. Follow
up all phone calls In wilting and send correspondence via certified mall,
return recelst requested.

= Place a freeze on your credit report and consider a credit monhtoring service.

To find out more, call 888.244.5674
or visit columbiathreadneedle.com/us
blog.columbiathreadneedleus.com

| Not FOIC Insured * No bank guarantee = May lose value |
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scams and crimes thatcan Ty
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Federal Trade Commlsslon e,

Web fte. gov/;dtheft
Phone: 877.ID:T HEFI' (438 4338)
TTY: 866.653.4261 B

OnGuard Onlitie
Welby: onguardonlfnia”gov e

Privacy Rights clearlnghouse N
Web! privacyrights.org :
Phore: 619 298: 3396

us. Postal lnspectlon Sarvlce
Web: USps com/ postallnspe‘ctors .

.t e

Web: searetserwce *.gov

Soclal Securlty Admlnlatraﬂon

Web: ssa.gov/oig -

Phone; 800.269.0271 - o
{Fraud hotllne“)

Your local: Department of»
Motor Vehchas :

Federal ‘GuVﬂ;ljlmeﬁ'iE‘ .
Information Genter -
Web: usa.gov

For ﬁasspﬁt’q cbﬁ“&érﬁfﬁ“ §
Web, travel.state.gov . e
Phorie: 877.487.2778" | i /i
identity Theft Resou\:cwcentew i

Web idtheftéenter.srg o I
‘Phone: 888 400:5530 ‘
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Columbla Management Investment Dlstributors, Inc., member FINRA, Is the distributor and underwriter for the Columbla Management Fulura Scholar 529 College Savings Plan
Financlal Advizor Program. The Office of State Treasurer of South Caroling (the State Treasurer) administers the Program and has sefected Columbia Management, Invastment Advisars,
LLC and Celumbia Management Investmant Digtributors, Ing. (Columbia Management) a5 Program Manager, Colurbia Managament and its affiliates are responsible for previding eartain
administrative, recordkeeping and investment services, and for the maketing of the Program. Columbia Management is not affiliated with the State Treasurar,

Columbia Threadneedle [nvastmants {Columbia Thraadneedla) is the global brand name of the Celumbla and Threadneedle group of companles.

Columbia funds are distributed by Columbia Management [nvestment Distributors, Inc., member FINRA, and managed by Columbia Management Irvestment Advisers, LLG.

Calimbia Managament Invastment, Distibubars, Ing., 225 Franklin Straet, Boston, MA 02110-2804
@ 2015 Columbla Managament Investment Advisers, LLC, All rights rasarved.
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