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July 15, 2020 Anjali C. Das
312.821.6164 (direct)

Anjali.Das@wilsonelser.com
Privileged and Confidential

V- Postal Mail Only

Attorney General Mark R. Herring
Computer Crime Section

Virginia Attorney General’s Office
202 North 9th Street

Richmond, VA 23219

804-786-2071

Re: Data Security Incident

Dear Attorney General Herring:

We represent the Columbia College Chicago (“Columbia”), headquartered in Chicago, Illinois
with respect to a potential data security incident described in more detail below. Columbia takes
the security and privacy of their student and employee information very seriously and has taken
steps to prevent a similar incident from occurring in the future.

1. Nature of the security incident.

On or about May 30, 2020, Columbia was the victim of a ransomware attack. Columbia was first
notified on May 30, 2020 of suspicious activity on their network by their Information Technology
Department. They immediately proceeded to engage a third-party computer forensics firm to
conduct a thorough investigation into the ransomware incident. The forensics investigation
concluded on June 24, 2020. Prior to the forensics investigation, Columbia began engaging in
negotiations with the unknown/unauthorized threat actors. During those negotiations it was
discovered that the unauthorized/unknown threat actor exfiltrated some student and employee
information. As a result, these individuals are being notificd of this incident and being provided
with credit monitoring and identity theft protection services.

Columbia has received information that as a rcsult of the ransomware attack the
unauthorized/unknown threat actor was able to access and exfiltrate some student and employce
personal information. This information includes their name and Social Security number.
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We sincerely regret any inconvenience that this matter may cause you and we remain dedicated to improving the
security and protection of your information. Please see the addendum for additional steps you can take to protect your
personal information. If you have any questions, please call 855-907-2128, Monday through Friday, 9:00 a.m. to 9:00
p-m., Eastern Time.

Sincerely,

oo e

Jerry Tarrer

Senior Vice President of Business Affairs
Columbia College Chicago

600 S. Michigan Ave.

Chicago, IL 60605

312-369-1000
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