





December 22, 2020

[Name]
[Address]
[City, State, Zip]

RE: Notice of Data Security Incident

Dear [Name]:

We are writing in follow up to our December 1, 2020, email regarding the criminal ransomware attack
perpetrated against Colortech, Inc. ("Colortech") in October 2020. Our investigation recently determined
that the incident may have affected your personal information. This notice describes what we know, steps
we have taken in response to the incident, and additional actions you may take to protect yourself.

What Happened

In October 2020, cyber criminals gained access to Colortech's network and stole certain files from
Colortech's environment before deploying ransomware across the Colortech network. Upon discovering the
attack, we promptly took steps to restore and secure our systems, began an investigation into the nature
and scope of the incident, and engaged a leading cybersecurity forensics firm. We also notified federal law
enforcement.

In November 2020, we notified the individuals our investigation had determined may have been affected by
the incident. However, our investigation recently determined additional information had been stolen from
our systems during the attack. Our analysis of the additional information revealed that some of your
personal information was contained in the stolen files.

We are not aware of any fraud or misuse of any personal information as a resuit of this incident. We do not
believe personal information was targeted by the threat actor for identity theft purposes, but rather, such
information may have been included in documents taken by the threat actor as part of the ransomware
attack in an attempt to extort Colortech.

What Information Was Involved

The personal information contained in the potentially stolen files may include your name and one or more
of the following: Social Security number, address, and date of birth.

What We Are Doing

We are notifying you so that you can take immediate action to protect yourself. We take the protection of
your information very seriously. We have also implemented additional security protocols designed to protect
our network and systems to prevent a similar type of incident from occurring in the future.

As an added precaution we are offering a complimentary two-year membership of Experian's®
IdentityWorksSM Credit 3B. This product provides you with superior identity detection and resolution of
identity theft. To activate your membership and start monitoring your personal information, please follow
the steps below:

¢ Ensure that you enroll by: March 31, 2020
e Visit the Experian IdentityWorks website to enroll: hitps://www.experianidworks.com/3bcredit

¢ Provide your activation code: || GG

If you have questions about the product, need assistance with identity restoration or would like an
alternative to enrolling in Experian ldentityWorks Credit 3B online, please contact Experian’s customer care












For North Carolina residents: You may contact the North Carolina Office of the Attorney
General Consumer Protection Division, 9001 Mail Service Center, Raleigh, NC 27699-9001,
877-566-7226.

Reporting of identity theft and obtaining a police report.

You have the right to obtain any police report filed in the United States in regard to this incident. If you
are the victim of fraud or identity theft, you also have the right to file a police report.
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