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August 11, 2023 

 

Attorney General John M. Formella 

Office of the Attorney General 

Attn: Security Breach Notification  

22 Capitol Street 

Concord, NH 03301 

Via email: attorneygeneral@doj.nh.gov 

 

Dear Attorney General Formella: 

 

We represent Cohere Health, Inc. (“Cohere Health”) and are writing to provide you with notice of an 

incident that may impact the personal information of one (1) resident of New Hampshire.  

 

By providing this notice, Cohere Health does not waive any rights or defenses regarding the applicability 

of New Hampshire law or personal jurisdiction. The investigation into this incident is ongoing and this 

notice will be supplemented, if necessary, with any materials facts learned subsequent to its submission. 

We respectfully submit that this letter and its contents constitute confidential and proprietary information 

and, therefore, are exempt from public disclosure.  

 

Background 

 

Cohere Health processes pre-authorizations on behalf of Humana. To process these pre-authorizations, 

Cohere Health receives certain information on Humana insureds. On June 15, 2023, Cohere Health 

became aware that two files received from Humana were inadvertently set for public access on Cohere 

Health’s cloud provider’s platform. Once this was discovered, Cohere Health immediately set the files to 

private and launched an investigation into the nature and scope of the incident. The investigation 

determined that these two files were set for public access in July 2021 and accessed by unknown third 

parties during that window. The files contained .  

 

Remediation 

 

In addition to taking the steps detailed above, Cohere Health is implementing additional safeguards and 

re-training employees to better protect against a similar incident from occurring in the future. Cohere 

Health is also offering potentially impacted individuals with  of complimentary credit 

monitoring and identity restoration services with Experian, as well as additional information on how to 

protect against identity theft and fraud.  

 

 

 





 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Attachment A 

 





Steps You Can Take To Protect Your Information  
 
Enroll in credit monitoring:  We are providing you with a  membership of Experian’s IdentityWorks at no 
cost to you. To start monitoring your information, please follow the steps below:  
 

1. Visit the Experian IdentityWorks website to enroll at  
2. Provide your activation code:  
3. Ensure that you enroll by:  (Your code will not work after this date.) 

 
A credit card is not required for enrollment in Experian IdentityWorks. You can contact Experian immediately regarding 
any fraud issues, and have access to the following features once you enroll in Experian IdentityWorks:   
 

• Experian credit report at signup: See what information is associated with your credit file. Daily credit reports 
are available for online members only. Offline members will be eligible to call for additional reports quarterly. 

• Credit Monitoring: Actively monitors Experian, Equifax, and Transunion files for indicators of fraud. 
• Identity Restoration: Identity Restoration specialists are immediately available to help you address credit 

and non-credit related fraud. 
• Experian IdentityWorks ExtendCARETM: You receive the same high-level of Identity Restoration support 

even after your Experian IdentityWorks membership has expired. 
• $1 Million Identity Theft Insurance: Provides coverage for certain costs and unauthorized electronic fund 

transfers. The Identity Theft Insurance is underwritten and administered by American Bankers Insurance 
Company of Florida, an Assurant company. Please refer to the actual policies for terms, conditions, and 
exclusions of coverage. Coverage may not be available in all jurisdictions. 

 
Please note that Identity Restoration is available to you for  from the date of this letter and does not require 
any action on your part. The Terms and Conditions for this offer are located at . 
If you have questions about the product, need assistance with Identity Restoration that arose as a result of this incident 
or would like an alternative to enrolling in Experian IdentityWorks online, please contact Experian’s customer care team 
at  by . Be prepared to provide engagement number  as proof of eligibility for 
the identity restoration services by Experian.  
 
Review account statements: We encourage you to remain vigilant against incidents of identity theft and fraud by 
reviewing your account statements and monitoring your free credit reports for suspicious activity or errors. 
 
Check your credit report: Under United States law, you are entitled to one free credit report annually from each of 
the three major credit reporting bureaus. To order your free credit report, visit www.annualcreditreport.com, call toll-
free 1-877-322-8228, or complete the Annual Credit Report Request Form and mail it to Annual Credit Report Request 
Service, P.O. Box 105281, Atlanta, GA 30348-5281.  
 
Place a security freeze: You may place a security freeze on your credit reports, free of charge. A security freeze 
prohibits a credit reporting agency from releasing any information from a consumer’s credit report without written 
authorization. However, please be aware that placing a security freeze on your credit report may delay, interfere with, 
or prevent the timely approval of any requests you make for new loans, credit mortgages, employment, housing, or 
other services. You will need to place a security freeze separately with each of the three major credit bureaus if you 
wish to place a freeze on all of your credit files. In order to request a security freeze, you will need to supply your full 
name, address, date of birth, Social Security number, current address, all addresses for up to five previous years, email 
address, a copy of your state identification card or driver’s license, and a copy of a utility bill, bank or insurance 
statement, or other statement proving residence. To find out more on how to place a security freeze, contact the credit 
reporting agencies: 
 
Equifax:  P.O. Box 105788, Atlanta, GA 30348; 1-888-298-0045; www.equifax.com/personal/help/place-lift-remove-
security-freeze 
Experian: P.O. Box 9554, Allen, TX 75013; 1-888-397-3742; www.experian.com/freeze/center.html 
TransUnion: P.O. Box 160, Woodlyn, PA 19094; 1-800-916-8800; www.transunion.com/credit-freeze 
 
Place a fraud alert: At no charge, you can also have the three major credit bureaus place a fraud alert on your file that 
alerts creditors to take additional steps to verify your identity prior to granting credit in your name. Note, however, that 
because it tells creditors to follow certain procedures to protect you, it may also delay your ability to obtain credit while 
the agency verifies your identity. As soon as one credit bureau confirms your fraud alert, the others are notified to place 
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fraud alerts on your file. Should you wish to place a fraud alert, or should you have any questions regarding your credit 
report, please contact the credit reporting agencies: 
 

Equifax:  P.O. Box 105069, Atlanta, GA 30348; 1-800-525-6285; www.equifax.com 
Experian: P.O. Box 9554, Allen, TX 75013; 1-888-397-3742; www.experian.com 
TransUnion: P.O. Box 2000, Chester, PA 19106; 1-800-916-8800; www.transunion.com 

 
Contact additional resources: If you believe you are the victim of identity theft or have reason to believe that your 
personal information has been misused, you should contact the Federal Trade Commission and/or your state Attorney 
General. You can obtain information from these sources about additional steps you can take to protect yourself against 
identity theft and fraud, as well as information on security freezes and fraud alerts. You can contact the Federal Trade 
Commission at: 600 Pennsylvania Avenue NW, Washington, DC 20580; www.identitytheft.gov; and 1-877-ID-THEFT 
(1-877-438-4338). Instances of known or suspected identity theft should be promptly reported to law enforcement and 
you have the right to file a police report if you ever experience identity theft or fraud. For North Carolina residents: The 
Attorney General can be contacted at 9001 Mail Service Center, Raleigh, North Carolina 27699; 919-716-6000; 
www.ncdoj.gov. 
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