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January 19, 2018

Via FedEx

Attorney General Gordon J. MacDonald
NH Department of Justice

33 Capitol Street

Concord, NH 03301

Dear Attorney General MacDonald:

We are writing to notify you of a data security incident involving certain employees of
The Coca-Cola Company ("Coca-Cola"), in accordance with N.H. Rev. Stat. § 359-C:20.
Coca-Cola is a Delaware-incorporated company with its headquarters in Atlanta, Georgia.

From approximately July to November 2017, certain employees of Coca-Cola received
phishing emails in which they were asked to provide their nctwork log-in credentials. In late
September, we identified an instance of unauthorized access into a Coca-Cola employee's email
account that resulted from this phishing incident. After we discovered this incident, we promptly
took steps to determine whether any personally identifiable information ("PII") may have been
accessed, and to implement enhanced security protocols to prevent any further unauthorized
access. Beginning in late November, our investigation identified documents containing personal
information for approximately 2,181 individuals that may have been compromised during the
phishing incident.

Of the affected individuals, 1 is a resident of the state of New Hampshire. At this time, it
appears that only names, employee [D numbers, and social security numbers may have been
compromised.

Coca-Cola will be mailing notifications to affected individual residents of New
Hampshire on Janvary 22, 2018. A sample copy of the notification letter for those individuals is
included as an attachment to this letter. All affected individuals will be offered one year of free
identity monitoring services through a third-party provider.



Coca-Cola is continuing to investigate whether any other individuals' PII may have been
accessed during this incident, and will notify any other affected individuals as required as our
investigation continues.
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Notice of Data Breach
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On behalf of The Coca-Cola Company (“Coca-Cola”), | am writing to tell you about a data security incident that may
have exposed some of your personal information. We take the protection and proper use of your information very
seriously and we deeply regret that this happened.

What happenead?

In late September, we identified unauthorized access o certain Coca-Cola email accounts that resulted from a ghishing
incident. After we discovered this incident, we promptly took steps to resolve it and began to investigate and address it.
Based on our investigation, we believe that from approximately July to November 2017, certain employees of Coca-Cola
were targeted by a phishing scam. Beginning in late November, our investigation identified docun  its containing
certain personal infarmation that may have been compromised during the phishing incident. In addition to remediation
measures, our investigation is continuing to ensure we understand the full scope and potential impact of the situation.

We have notified, or arg in the process of notifying, the relevant authorities.
What information was involved?

We are notifying you because your personal information appeared in the documents that may have been accessed
during the phishing incident. As a result of the data breach, unauthorized individuals may have gained access to
certain personally identifiat  .nformation {"PN") about you, including your name, your employee 1D numbser, login
credentials {e.g., user name or email address and security code, access code, PIN, or password), your government
identification number(s) (e.g., Social Security number, ._x identification Number, Passport number, and/or ather
government identification numbers), and/or your credit and/or debit card information or financiai account information,

What we are doing.

After learning of the attack, we have taken steps to improve our security environment. We changed the impacted
users’ passwords and provided notices to all of the individuals who clicked the link in the phishing e-mail. We are
also continuing to conduct a forensic review of e-mail inboxes for individuals whose credentials were compromised
and who v 2 likely to have P about other Coca-Cola employees. Coca-Cola's IT department is also continuing
to work with our software vendor to p  ent more sophisticated attempts to access Coca-Cola accounts using the
credentials that were previously obtained.

+~ help alleviate concerns and restore confidence following this incident, we have secured the services of Kroll to provide
identity monitoring for one year at no cost to you. Kroli has extensive experience in risk mitigation and response, and

in helping people who have sustained an unintentional exposure of confidential data. Your identity monitoring services

include Credit Monitoring, a Current Credit Report, Web Watcher, Public Persona, Quick Cash Scan, $1 Million Identity
Fraud Loss Reimbursement, Fraud Consultation, and Identity Theft Restoration.

It is important that you remain vigilant against possible identity theft by  |ularly reviewing your account statements
and credit reports.









)l Kroll.

TAKE ADVANTAGE OF YOUR IDENTITY MON.. ORING SERVICES

You've been provided with access to the following services' from Kroll:

Triple Bureau Credit Monitoring and Single Bureau Credit Report

Your current credit report is available for you to review. You will also receive alerts when there are changes to your credit
data at any of the three national credit bureaus—for instance, when a new line of credit is applied for in your name. If you
do not recognize the activity, you'll have the option to call a Kroll fraud specialist, who can help you determine if it's an
indicator of identity theft.

Web Watcher

V Watcher monitors in  net sites where criminals may buy, sell, and trade personal identity information. An alert will
be generated if evidence of your personal identity information is found.

Public Persona

Public Persona monitors and notifies when names, aliases, and addresses become associated with your Social Security
number. i information is found, you’ll receive an alert.

Quick Cash Scan

Quick Cash Scan monitors short-term and cash-advance loan sources. You'll receive an alert when a loan is reported,
and you can call a Kroll fraud specialist for more information.

$1 Million Identity Fraud Loss Reimbursement

Reimburses you for out-of-pocket expenses totaling up to $1 million in covered legal costs and expenses for any one
stolen identity event. All coverage is subject to the conditions and exciusions in the policy.

Fraud Consultation

You have unlimited access to consultation with a Kroll fraud specialist. Supgport includes showing you the most
effective ways to protect your identity, explaining your rights and protections under the law, assistance with fraud
alerts, and interpreting how perscnal information is accessed and used, including investigating suspicious activity
that could be tied to an identity theft event.

Identity ...eft Restoration

If you become a victim of identity theft, an experienced Krolf licensed investigator will work on your behalf to resolve
related issues. You will have access to a dedicated investigator who understands your issues and can do most of the
work for you. Your investigator can dig deep to uncover the scope of the identity theft, and then work to resolve it.

1 Kroil's activation website is only compatible with the current version or one version earher of Irternet Explorer, Chrome, Firefox, and.Safari.
To receive credit services, you must be over the age of 18 and have established credit in the LS., have a Social Security number in your

name, and have a U.S, residential address associated with your credit file. A8



