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August 8, 2012

Attorney General Michael A. Delaney
Office of the Attorney General

Attn: Security Breach Notification

33 Capitol Street

Concord, NH 03301

Re:  Clarksville-Montgomery County School System
Dear Attorney General Delaney:

We are writing to inform you of a data security event that compromised the security of personal
information. Clarksville-Montgomery County School System (“CMCSS”), 621 Gracey Avenue,
Clarksville, Tennessee 37040, is informing your office of pertinent facts that are known at this
time related to an illegal intrusion into nine CMCSS computer databases that contained the
names, addresses, and Social Security numbers of certain current and former CMCSS
employees, as well as the names, addresses, Social Security numbers, dates of birth, and student
identification numbers of certain current and former CMCSS students. Upon discovery of the
unauthorized access, CMCSS retained breach notification legal counsel Nelson, Levine, de Luca
& Hamilton, LLC, as well as forensic computer analysts Kivu Consulting, Inc., to assist with its
investigation of, and response to, this incident. CMCSS also notified local and state law
enforcement of the data security event. The investigation is ongoing, and this notice will be
supplemented with any new significant facts learned subsequent to its submission. By providing
this notice, CMCSS does not waive any rights or defenses regarding the applicability of New
Hampshire law or personal jurisdiction.

Nature of the Security Event

CMCSS discovered on June 11, 2012 that an unknown individual illegally accessed, via a SQL
injection attack, nine databases on CMCSS’s computer network that contained the names,
addresses, and Social Security numbers of certain current and former CMCSS employees, as
well as the names, addresses, Social Security numbers, dates of birth and student identification
numbers of certain current and former CMCSS students. On this date, CMCSS also discovered
that this information had been posted on the website www.pastebin.com. CMCSS immediately
disconnected its network from the internet, and internally disconnected the Central Office from
the thirty-eight schools within the system. CMCSS immediately notified local law enforcement
of the event. CMCSS also notified the Tennessee Bureau of Investigation, which is working in
conjunction with the FBI to investigate the event.
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Notice to New Hampshire Residents

Although the investigation is ongoing, it appears that one (1) New Hampshire resident’s personal
information was accessed without authorization. This New Hampshire resident received written
notice of the data security event on or about August 2, 2012 in substantially the same form as the
sample notice attached to this letter as Exhibit A.

Other Steps Taken and To Be Taken

As discussed above, CMCSS retained computer forensic experts and legal counsel specializing
in data breach response. CMCSS is providing notice of this data security event to other state
regulators. The local and federal law enforcement investigations are ongoing.

Contact Information

Should you have any questions regarding this notification or other aspects of the data security
event, please contact our data privacy counsel, James E. Prendergast or Jennifer A. Coughlin, of
the law firm Nelson, Levine, de Luca & Hamilton, at 215-358-5087.

Sincerely,

Sfpletn-

Dr. B. J. Worthington
Director of Schools
Clarksville-Montgomery County School System
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