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March 23 rd
, 2020 

New Hampshire Department of Justice 
Office of the Attorney General 
Consumer Protection Bureau 
33 Capitol Street 
Concord, NH 03301 

Re: Notice of Data Breach 

Dear Attorney General: 

RECEIVED 

APR OS 2020 

We are providing this notice to you pursuant to Section 359-C:20 (I) (b) of the New Hampshire 
Revised Statutes. 

Synopsis of the Events Surrounding the Breach 

On or about January 30, 2020, our company and its related European parent (Bouygues 
Construction) and its U.S. subsidiaries became aware that its computer and IT systems had been 
infected with a ransomware virus . 

The ransomware virus potentially allowed the hackers access to the personally identifiable 
information ("PII") of more than 4 of our New Hampshire-resident employees. Such PII includes 
birthdates, social security numbers, bank account information, and medical and health insurance 
information. 

What we are Doing 

Our company is in the process of sending out notices to its employees that are resident in New 
Hampshire, informing them of the data breach. This process should be complete in about 2 weeks. 
Our company also filed a complaint with the relevant local authorities in Europe and is working 
with them to identify the origin of the ransom ware virus . Further, our company has shut down its 
information systems to prevent any further propagation of the virus. Our company is also in the 
process of testing those systems before bringing them back on-line. 
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Name, Address and Telephone Number and E-mail address of Company Agent 

For additional information or for any questions you may have, please contact: Elena Shamanova 
- Ducoin, Americaribe, One Biscayne Tower, 2 South Biscayne Blvd. Suite 2000, Miami, Florida 
33131, Telephone Number: 786 -806- 6888, e-mail: E.SHAMANOVA@americaribe.us. 

Very truly yours, 

Jean-Baptiste BAUDIN DE LAVALETTE 
Vice-President 
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