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RE: Important Security Notification. Please read this entire letter.
Dear Sir or Madam:

We are contacting you regarding a data security incident. On October 26, 2018, computer forensics
revealed that three Town of Christiansburg employee accounts were compromised following a phishing
email attack from May 17", June 6™ and September 2018. Upon learning that the accounts were
compromised, the log in information for all employee accounts was changed and has been constantly
monitored by computer forensics. We also contacted local law enforcement. As a result of these
incidents, personal information of 909 individuals was subjected to unauthorized access. This includes
some combination of your social security number, financial account information, driver’s license
numbers, credit card information, username and password combinations and passport information. As a
result, your personal information may have been exposed to others.

What Did We Do to Protect Your Information?

Please be assured that the Town of Christiansburg has taken every step necessary to address the incident,
and that we are committed to fully protecting all of the information that you have entrusted to us. The
Town of Christiansburg worked with data privacy experts and other professionals to further protect your
privacy. We are concerned about both our valued customers and work force. We have already taken steps
to fix the issue and strengthen our systems, and will continue to do so throughout this response process
and beyond. We have also implemented the following protective measures:

¢ Requiring security and data protection training for all employees;

¢ Implementing additional technological security measures;

e Updating our password protocols;

¢ Limiting user’s access to information possessed and maintained by Town of Christiansburg; and
e Conducting regular phishing testing of our employee and network.

In addition, and to help protect your identity, we are offering a complimentary one-year membership in
Experian’s Credit 1-Bureau.This product helps detect possible misuse of your personal information and
provides you with superior identity protection support focused on immediate identification and resolution
of identity theft.

If you believe there was fraudulent use of your information and would like to discuss how you may be
able to resolve those issues, please reach out to an Experian agent. If, after discussing your situation with












e Individuals can obtain information about steps to avoid identity theft from any of the above
credit reporting agencies or the Attorney General.





