
100 E Main St. 
Christiansburg, VA 24073 

November 26, 2018 

Office of the Attorney General 
33 Capitol Street 
Concord, NH 03301 

RE: Security Breach Notification 

To Whom It May Concern: 

I serve as the Town Manager of the Town of Christiansburg, and provide this notification to you 
of a recent data security incident suffered by the Town. On October 26, 2018, computer forensics 
revealed that three Town of Christiansburg employee accounts were compromised following a phishing 
email attack from May 17th, June 6th and September 2018. Upon learning that the accounts were 
compromised, the log in information for all employee accounts was changed and has been constantly 
monitored by computer forensics. We also contacted local law enforcement. As a result of these 
incidents, personal information of 909 individuals, including 1 New Hampshire resident, was subjected to 
unauthorized access. This includes some combination of an individual's social security number, financial 
account information, driver's license numbers, credit card information, username and password 
combinations and passport information. 

We promptly notified the affected individuals on November 26, 2018 and have provided them 
with complimentary credit monitoring. A copy of the formatted letter is attached. As the letter indicates, 
the Town will be offering credit monitoring and identity restoration services for one year at the Town's 
expense. We are taking steps to comply with all applicable notification obligations. 

Please contact me should you have any questions. 

Sincerely, 

Ra°!tw::;::~ 
Town Manager 



Return Address 

November 26, 2018 

Sample 
 

 

RE: Important Security Notification. Please read this entire letter. 

Dear Sir or Madam: 

We are contacting you regarding a data securi ty incident. On October 26, 2018 , computer fo rensics 
revealed that three Town of Chri st iansburg employee accounts were compromised fo ll ow ing a phi shing 
email attack from May 1 ?1h, June 61

h and September 2018 . Upon learning that the accounts were 
compromi sed, the log in info rmation fo r a ll employee accounts was changed and has been constant ly 
monitored by computer forens ics. We a lso contacted local law enfo rcement. As a result of these 
incidents, personal information of 909 indi viduals was subj ected to un authori zed access . This includes 
some combination of your soc ial securi ty number, financial account informati on, driver' s license 
numbers, credit card information, username and password com binat ions and passport info rmation. As a 
result, your personal information may have been exposed to others. 

What Did We Do to Protect Your Information? 

Please be assured that the Town of C hri st iansburg has taken every step necessary to address the incident, 
and that we are committed to fully protect ing a ll of the info rmat ion that you have entrusted to us. The 
Town of Christiansburg worked w ith data pri vacy experts and other profess iona ls to further protect your 
privacy . We are concerned about both our va lued customers and work fo rce. We have a lready taken steps 
to fi x the issue and strengthen our systems, and w ill continue to do so throughout this response process 
and beyond. We have also impl emented the fo ll ow ing protective measures: 

• Requiring securi ty and data protection tra ining fo r a ll employees; 
• Implementing additiona l techno logica l securi ty measures; 
• Updating our password protoco ls; 
• L imiting user' s access to info rmat ion possessed and maintained by Town of Chri stiansburg; and 

• Conducting regular phi shing testing of our empl oyee and network. 

In additi on, and to help protect your identity, we are offering a complimentary one-year membership in 
Experi an' s Credit I-Bureau.Thi s product he lps detect poss ible mi suse of your persona l info rmation and 
prov ides you w ith superior identity protection support foc used on immedi ate identifi cation and reso lution 
of identi ty theft. 

lf you be li eve there was fraudulent use of your info rmation and would like to di scuss how you may be 
abl e to resolve those issues, please reach out to an Experian agent. If, after discussing your s ituati on w ith 



an agent, it is determined that identi ty restoration support is needed then an Experian Identi ty Restorati on 
agent is ava ilable to work w ith you to investi gate and reso lve each inc ident of fraud that occurred 
( inc ludin g, as appropriate, helping you w ith contacting credit grantors to di spute charges and close 
accounts; ass isting you in pl ac ing a freeze on your credit fil e with the three maj or credit bureaus; and 
ass isting you w ith contacting government agenc ies to he lp restore your identity to its proper condition). 

Please note that thi s offer is ava il abl e to you fo r one year from the date of thi s letter and does not require 
any action on your part at thi s tim e. 

T he Terms and Conditions fo r this offer are located at www.ExperianIDWorks.com/restorati on. You will 
a lso find self-he lp tips and info rmati on about identi ty protection at this site . 

Whil e Identi ty Restoration ass istance is immedi ate ly available to you, we a lso encourage you to activate 
the fraud detection too ls ava ilable th rough Experian Id enti tyWorks SM as a complimentary one-year 
membership . T hi s product prov ides you w ith superi or identi ty detection and resolution of identi ty theft. 
To start monitoring your personal informat ion, please fo ll ow the steps below: 

• Ensure that you enroll by February 28, 2019 (Your code will not work after this date.) 
• Visit the Experian ldentityWorks website to enroll: www.experianidworks.com/credit 
• Provide your activation code: 

If you have questions about the product, need ass istance with identi ty restorati on that arose as a result of 
thi s inc ident, or would like an a lternati ve to enro lling in Experi an JdentityWorks online, please contact 
Experian' s customer care team at (877) 769-555 8 by February 28, 201 9. Be prepared to provide 
engagement number DB09649 as proof of e ligibility fo r the identi ty restoration services by Experian . 

Additional Details Regarding Your 12-Month Experian IndentityWorks Membership 
A credit card is not required fo r enro llment in Experian IdentityWorks. 

You can contact Experian immediately regarding any fraud issues, and have access to the foll owing 
features once you enro ll in Experi an ldenti tyWorks: 

• 

• 
• 

• 

• 

Experian credit report at sign up: See what information is associated with your credit fil e . 
Da ily credit reports are ava ilable fo r online members only.* 

Credit Monitoring: Acti ve ly monitors Experian fil e for indicators of fraud . 

Identity Restoration: Ident ity Restoration specialists are immed iate ly ava ilabl e to he lp you 
address credit and non-credit re lated fra ud . 

Experian ldentityWorks ExtendCARETM: You rece ive the same high-leve l ofldenti ty 
Restoration support even after your Experian IdentityWorks membership has expired. 

$1 Million Identity Theft Insurance** : Provides coverage fo r ce1tain costs and unauthori zed 
e lectronic fund transfers. 

What You Can Do to Protect Your Information 

P lease rema in vig ilant by revi ew ing account statements and monitoring free credit repo1ts. T here are 
additi ona l actions you can cons ider taking to reduce the chances of identi ty theft or fraud on your 
account(s). Pl ease refer to the enclosed li st of additiona l actions to reduce your chance of identi ty theft 
be low. A lso, pl ease refer to www.ExperianlDWorks.com/restorat ion for this info rmati on. As we go 
th rough thi s process J would ask the fo ll owing: 



1. Please let us know if you learn of or experience any suspicious activity w ith your credi t ca rds, 
bank accounts or tax return process ing. If you suspect identi ty fraud, you should repo1t it to a law 
enfo rcement agency as you may be able to fil e a po lice report . We w ill cooperate w ith any 
investigat ions that state and federal law enfo rcement open, and prov ide any info rmation we can to 
ass ist their efforts. 

2 . T rust that we are do ing, and w ill continue to do, everything poss ible to protect your personal 
informat ion and reduce the like lihood of any furth er problems. 

We sin cerely apologize fo r this incident and regret any inconvenience it may cause you. Shoul d you have 
questi ons or concerns regarding this matter, please do not hes itate to contact us at (877) 769-5558. 

Sincerely, 

Randy Win gfie ld 
Town Manager 

* Offline me mbers w ill be e ligible to call for additional repoit s quarterly after enro lling. 

** ldenti ty theft insurance is underwritten by insurance company subs idiaries or affi liates of American 
International Group, Inc. (AIG) . The description herein is a summary and intended for info rmat ional 
pu rposes only and does not include a ll terms, cond iti ons and exc lus ions of the po lic ies described. Please 
refer to the actua l po li c ies fo r terms, conditions, and exclusions of coverage. Coverage may not be 
ava ilabl e in a ll jurisdi ctions. 

ADDITIONAL ACTIONS TO HELP REDUCE YOUR CHANCES 
OF IDENTITY THEFT 

);> PLACE A 90-DAY FRAUD ALERT ON YOUR CREDIT FILE 

An initial 90-day security alert indicates to anyone requesting your credit fil e that you 
suspect you are a v ictim of fraud . W hen you or someone e lse attempts to open a credit 
accoun t in your name, increase the credi t limit on an existing account, or obtain a new 
card on an ex isting account, the lender should take steps to veri fy that you have 
authori zed the request. If the creditor cannot veri fy thi s, the request should not be 
sat isfi ed. You may contact one of the credit reporting companies below for ass istance . 

Equifax 
1-800-525-6285 
www.equi fax .com 

Experian 
1-888-397-3742 
www.expen an.com 

Trans Union 



1-800-680-7289 
www.transunion .com 

» PLACE A SECURITY FREEZE ON YOUR CREDIT FILE 

If you are very concerned about becoming a victim of fraud or identity theft, a security freeze might be 
right for you. Placing a freeze on your credit report will prevent lenders and others from accessing your 
credit report in connection with any new credit application , which will prevent them from extending 
credit. A security freeze generally does not apply to circumstances in which you have an existing account 
relationship and a copy of your report is requested by your existing creditor or its agents or affiliates for 
certain types of account review, collection, fraud control or similar activities. With a security freeze in 
place, you will be required to take special steps when you wish to apply for any type of credit. This 
process is also completed through each of the credit repo11ing agencies . 

» ORDER YOUR FREE ANNUAL CREDIT REPORTS 

Visit www.annualcreditreport.com or call 1-877-322-8228. Once you receive your credit reports, review 
them for discrepancies. Identify any accounts you did not open or inquiries from creditors that you did not 
authorize. Verify al I information is correct. If you have questions or notice incorrect information, contact 
the credit reporting company. 

» MANAGE YOUR PERSONAL INFORMATION 

Take steps such as: carrying only essential documents with you ; being aware of whom you are sharing 
your personal information with; and shredding receipts, statements, and other sensitive information. 
Remain vigilant by reviewing account statements and monitoring credit reports . 

» USE TOOLS FROM CREDIT PROVIDERS 

Carefully review your credit reports and bank, credit card and other account statements. 
Be proactive and create ale11s on credit cards and bank accounts to notify you of activity. 
If you discover unauthorized or suspicious activity on your credit report or by any other means, file an 
identity theft report with your local police and contact a credit reporting company. 

» BE AWARE OF SUSPICIOUS ACTIVITY INVOLVING YOUR HEALTH 
INSURANCE 

Contact your healthcare provider if bills do not arrive when expected, and review your 
Explanation of Benefit forms to check for irregularities or suspicious activity. You can also contact your 
health insurance company to notify them of possible medical identity theft or ask for a new account 
number. 

>" OBTAIN MORE INFORMATION ABOUT IDENTITY THEFT AND WAYS TO 
PROTECT YOURSELF 

• Visit http://www.experian .com/credit-advice/topic-fraud-and-identity-theft.html for general 
information regarding protecting your identity. 

• The Federal Trade Commission has an identity theft hotline: 1-877-438-4338; TTY: 1-866-
653-4261 . They also provide information online at www.ftc .gov/ idtheft. 



• Individua ls can obta in info rmat ion about steps to avo id identi ty theft fro m any of the above 
credit repo11 ing agenc ies or the Attorney Genera l. 




