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September 29, 2017 

By fax; 603-271-2110 

New Hampshire Attorney General's Office 
33 Capitol St. 

F +l 202 637 5010 
www.hogilnlovefls.com RECEIVED 

ocr o 3 2011 

CONSUMER PHOTfCTtoN 

Concord, NH 03301 

Re: Incident Notification 

To Whom It May Concern: 

I am writing to you on behalf of my client, Cheddar's Casual Cafe, Inc. d/b/a Cheddar's Scratch 
Kitchen (the •company"}, and pursuant to N.H. Rev. Stat. Ann. §359-C:20(1)(b), to inform you of a 
data breach resulting from a break-in at a locked corporate facility, from which computer equipment 
containing certain personnel information, including Social Security numbers, was stolen on July 21 , 
2017. The same day, the Company reported the incident to law enforcement and began a rigorous 
investigation to identify any potentially affected individuals. Amidst two hurricanes, the Company's 
investigation included painstakingly recreating the data contained on the stolen equipment from 
back-up and engaging data search experts to review this information. 

Pursuant to N.H. Rev. Stat. Ann. §359-C:20(1}(b), the Company is providing notice to the 
approximately fifteen New Hampshire residents who may have been affeded by the incident, in 
substanti'311y the form att;:iched hereto, with mail distribution beginning on or about September 29. 
2017. In addition to providing the affected individuals with information regarding credit reporting 
agencies, security freezes, fraud alerts, and other identity theft prevention tools, the Company is also 
providing all affected individuals with twelve months of identity protection services. 

Please feel free to contact me If you have any questions or require additional information. 

Sincerely, 

Charlie Wood 

Associate 
charlle.wood@hoganlovells.com 
D +1 202 637 8832 
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ll() Box 10444 
DubHn, Ohio 4~0\ 7-41144 

<<::fir~tNam~>> <"":Lll~tNamc>~· 
<<Addn..-s~\ >><<.Address2>> 

<<City>::-. <<St:itc>> <<Zip>> 

Dear <<:fin;tName>> <<L:tstNamc>>, 

What Happened 

7083147140 

To Enroll, Plea.~c Call: 

866-680-8659 

Or Visit: 

w=,vw.ide:l(pcrtsc-qrp.comtprotect 

Ertrnllrnent l'o<lc: IXXXXXXXXI 

<<Date>> 

Early on July 21, 2017, there was a break-in at locked corporate facility for Cheddar's Scratch Ki tchen in Tex!\$ that 
resuJ1'ed in the theft of several laptops and a hard drive containing personal some leum members' personal information und 
very limited b,TUest infomwtion. The incident was promptly reponed to the police and their investigation is ongoing. 

What Information Was lnrnlnd 

While the investigation continues, our current understanding is thut the personal information Uiat may have been inrnlved 
in the incident likely includes your Social Security number; contact information, such us your name, address, emnil 
addreS~ and ldephone n!.lmber; other employment-related information and limited guest infom1ation, if applkable. In 
some qscs, a photocopy of your ID may have been included. We regret that your perscmul information may be affected. 

Wha t We Are Doing 

Upon learning of the incident, we immediately contacted law enforcement, and we are cooperating in the investigation of 
this illegal activity. In addition, we are taking steps to review security practices in order lo help prevent 1his type of 
incident from occurring again. Privacy and security are responsibilities that we take seriously. 

What You Can Do 

To help protect you, we are offering identity theft protection services through ID Expcns K to prnvidc you with 
i\1ylDCarern nt no cost to you. The following M.ylDCareni identity protection services are available as of the date of this 
notice, and you have until [Enroll111cnt Deadline] to sign up for a 12-month membership. 

• JD _Exrens Credit Monitoring: This service includes monitoring through Experian credit bureau for changi::s to 
your credit file such as new cred it inquires, new accounts opened, delinquent payments, impro\'cments in 1.hc 
member 's credit report, b;rnkruplcies, court judgments and tax liens, nev.· addresses, new employers. and other 
activities that might afli.'Ct your credit record. 

• JP Experts Identity Theft Insurance; Iden tity theft insurance will reimburse you for expenses associated with 
restoring your identity should you become a victim of identity theft. If your identity is compn1mi.wd, the policy 
provides coverage for up to S l million. with no deductible, from an A.:\t Best "A-rat~-- carrier. CO\·erngc is 
subject to the terms, limits, and/or exdU:Sions of the policy. 
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• JP f,:q:~rti; f dh· M1m;§1cl ~~!itY Jl~,;:l'<~: m fa~~s· fclly·m~~~cl w.~~C1)' $i;t'llel: f'.!'O"\~ ~\.XI '\\ft.~ 
~ery lrr-..d :re%.~raw:.m for kh..~.t.l!y thefr li=e; =b s.> {h:n nm 1mm.ed tn}:: A-.~ C=fu1.'1..(mci:m:1 lD Tid\ 
M~cll.l ha:tld. h~.t•i.;.>m T~,._~. ft~! AW%i,c:ttitm.. T.;i;'1l fr~ &."w.!:fa fr:rud.. Ottlirn- A~~t~tm fr~ud ::ind 
faili~y Cre.."f!.if.,ri- Thi:i. ~::n~JC ~:bd~ C:=f~:?:te t.~t-oe F"-~~1'C!' if yoo ~"lr.l ~>.p~~ 11cri-.iry, a pe.™~!ly 
'1H.t~ iOCz:re Sp«hhQ to fofly w,.11ru:~ ~~w~ 3!:.~ rert~-ioo k'lf ~'ll>".z c~~ :md a~ £'~~ pr1.wid.~ 
;f !<'OU h•Wc !.f-.l~tit~"IS. ~'l<~t !:cl ~he-ft &"ls! ~~i:,";.."th~ mc-;i~n$. 

To emro.JH i."l th~ ~~"~"t'li. )\.'l:l will nc>."'"1 t<» p:t.1-l'~:k Y'~ ~S<l.m.tl mf~ti;.-.~ lo ID E~ Y~m =y &~ ·~ l-"lt': lilt 
'i'lc4>'1' .-iik-~r>en~fITT?-Q?m'~ro & by a illmg ID£~ ~t &.~''h"'i65~. M~! tlln~"h f~y fr-<m~ S Jim ~ S pm 
U r;trn, rm:re, Y"'u -..·m need ro ref~e $e w.rci:~ment C(:>& ·~ me· ~"'P' (l>f ~SS t1(cWw~. ~?im c&lh~ w =Umg tm tbe 
wi:-~itt', w 11-kll~c oo nt~ .d~~d 1hls !mt~. 

Once )~~ hin~ tlJ.~!ek~ y~.w ~Hn-c.L, yt~ 'll<ill m:~h~ a "''ek~ W:t:r by ~d (n: by ~ii if y-OU di) ~".11 ~hle 
fill ema~l ad.Jn.~-; \\hl~ '~u ~ign up). The wt<h~ ~win d~tt! }~ t>) t.~ 1;!:._».d~"~ ID &.~--ra' ~fom.~ \Vc:bi;ite 
wh~ )'W will ftnd ~her '-a!~hk cl.uwticsr.,;:;J mfQf!l'lltiOO... Pk~e ~.: t,'\:J;t ~dd:il~~~1 ~~~ ~y ~ ~:h"N! by )W.l m 
1.?Tda t-0 acth~~ rnoo1toong cpi.0.~ 

lf ~'t)U ha'·•e rnroikd w~th lD E.x~'"'l't; :JSnd idrn:ify cr are ~btro t-0 ~'1Y s~piz-~ st~ oo }<:•cr credit ~m, f{l:"~se 
~~ ID Ex~m i.tm::~'-'fa~tdy by ~alhr-~ or by ,·is.ifrng 11:«". JD b .pcr1$' ~~~:rdx-r \V eb~itt" ;.md fik ~ tiie-ft ~)rt. l f ~~u 
fik a ~lt report wim ID Exp.."'il:5.. y1.m will be wnt2cted by a memtx~· of1.he Re<..">:}~,._-.ry f):::~rune-:tt ~•ht) will hdp >'l)U 
detcr::nine the eau~ oflhe $1.:~pi~iNl-S iienn;, fo tht" u..-:ilik.dy cwnt th~t y\1U 1: .. xpcri~>C i~l.;:.ifrly tfodl :as ,a '-'1.~<~'lle.m:-c .. ~f 
thi's incident, yuu wiH be ~ignoo isn lD Ex.perts Rec-0H:f) .Ad>oca1~ "'b'"i "'il! w~-loo ~\~ bl;:~alfti;i ioe>"W.\f~\ st~'lp a."ld 
.reverre me d<im:lge qui<:kty. 

fa'l:'n. if yoo c~ ~ tui <:-nf\~l in the s.:a·.,,.;..,~ we i-eo..immrnd that ym-1 n~in vi@U.~~ 1u1:.d mke ~.eps t<..~ pn~t )~lf 
from identity me ft by re' kwing your ae«1unt statcm.~t$ and by ~':k.ing y;:~i:t cred1t ~)l"I faim l""<>:e m- n~'1fe of the 
natio~l crMil rep...ming ~<-encics periodi.:ruly. You= entitte<l to ~in 3 tree l!;Jmml~ ~~ re{l'm trom ~h l'lfthc 
na.tiorrwidc rn..--di1 r~pi.ming cump;i.'1i:=-s - Equifax, faperi;ln. am! TransUnfon. TtHiQ St.), pk.i-se got~ 
W\\'W ·~!trmakreditrel'l<.'\l't.com or c.:i.lJ 1-8 77._:n~ -8J2S. l f )Oil notice la>'lY S\lsptcint,is n.cth<ity, ~-...-,u ~ro._-.u,1,d pn.~~tly n..110.m: 
such octivity to the propcr law cnfon.--en=t agencies. 

lfyt)u. t-.a,·e a SO<:ia.l ~urity number that was in\i)ln:d we rea:-smn-..".Yld th.:it you p-hce a thud akn rm Y\"11:.'t i::re1.fa fik:::-, 
You mav add a. fraud akn to vour cix-dit rept.1-rt fi le to rmke it nwf'c diffa'tllr fm S-om~-~n<: t0 ~~ cn.'>dit L"l \v~r ro.nw hv 
rt.'!uiring cn.~itors to fo!kiw ~ruin pnx.:dures, ll m:~y als..1 dd<iy your ~hfay 1~i ,,1'fj!in cri."dit. 1'.;.) OO\! i.s ·a!h)\\~ I\) pb>..'!i!! 
a fraud alert on ynur crNil repiXt except you, s.o if )\)U d¢::t tt~ <fo rn. pk.a'~<' fo!lvw the i.MtnK!i.:.\ns he!ow k) rla..~ the 
alert. To p!:i:ce a fraud akrt l1n )'Nlr ftk , rn111:rc: one of th1.~ th.."t-...:: na1~o:w. i& cr.:-dit t~p..~ins :lb"'-~1.:i.cs~ th·~ fir'j;~ ~:;:ency I.ha~ 
proc.esses your fraud ulert will not!!)· the Nhcrs to .do so as well. You m,;iy al:;o ;id..! a. s~u...-ily i'r~~ h) yrn.ir crt.'tfa ref'(lrt 
file to prohibit a credit reporting agen..;:y from releasing inf0rmati,m fa"<il your cro:l.i1 rqxm witht)~~t your pri{l{ "TiU;.."n 
authorization. In some cases, a~>ncies may <:harge a fee lo pla~-e. t'lf remt1w :;u1;.h :\. f~re. 

Equifax 
80(.1.525.6285 
P,O. Box 740241 
Atlanra, GA 30374 
www.eqt~fax.com 

Experian 
888.3973142 
P.O, Box 9532 
Allen, TX 75013 
ww,\• .~xpqi:.m, cnm 

Tnn~Uni·on 
$.00,6$.0, 7::!89 
Fl"..llltl Victim A.&'>i5-WK'tl Dtviskm 
P.O.. Bo:-.: 6790 
Fullerton, CA 92R3~ 
~"'''\ · .tr.1n\>tmio.n.\'(lfll 

~V_h~n you receive your credit r~pons, n:vic.w tht:m ca.n:fully. lor1.k for :lc.::mmts f)f <:n.'l.tit1."r inqllITTC> that y<..)U did nN 
mllrnte or d() not rec.ogni.re. Look for infomt1tinn, st1ch as homt: address and St>cbl St~u1iiv num~r. th~1t is nN a~cumtc. 
If you sec ilnjthing you do not understand, call the credit rtpl.1rting agency al the tekplh1n~ ;tmnbl:r on the n'J.~)rl, art{i 

promptly repon any suspicious tictivity or sus-p..~ted idmtity then to the proper h\w cnf•.~r>:¢mem :lllthM1tk:s. 1n~hiJ1ns 
local bw ellforcernent, your st:ne's attorney geneml and\1r the fetkt'J.l Tr.t~k Cmnmission ("FT(''), 

p .3 

Scanned by CamScanner 



29-Sep-2017 21:23 7083147140 p.4 

... • • 
You m.ly<:ontact tl1e FTC ur }Our st!lt~·s rcyufot<'.VY authnrity 10 ohtain ad&H~l .ifl~tttr •• 'Uion ~~M :nol~fo'lg i~kr.:tiry 
theft. 

frderal Tndc Commlniuu, Con:o;uml'r Rttpmn~ Center 
6(}() Pennsylva:nio Avenue. NW, W~hington. DC 20j80, 
1-877 c!DTHEFT (43S-4338), wv.·w.fkg1nfi<ltheft 

Marylllnd Rt~identl 
Offir..--e.of!.he ArtorrieyGcnerO'I! on.taryland, Consumer l'fotC'\:ti<m PhlJ1icm 200 St. Paul Pl;lce El;lhl~n:, ;-.m 
21202. ww\v.oag.s!.l!te.md.u$o'Corss.umer:, Teleph<me: 1-888-743-0023. 

Nort.h Carolina .Ruidf:nts 
Office of the Attorney General of North Carolina, 9001 Mail ServiCe Center Raleigh. NC 27699-900!. 
wv.-v; . nc.do! .co mt, Telephone: I -9 J 9.:.7 J 6-6400. 

For .More lnform at ion 

If you lia\e any ques1ions, please c~ntact us at 866-680c8~59. 

Sincerely, 

Cheddar's Scratch Kitch~n 
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