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Ju ne 12, 2009 

The Honorable Kelly A. Ayotte, Attorney General 
Office of the Attorney General 
33 Capitol Street 
Concord, New Hampshire 03301 

Dear Attorney General Ayotte: 

Pursuant to N.H. Rev. Stat. Ann. §§ 359-C:19 et seq., we are writing to notify you of an 
unauthorized access or use of personal information involving New Hampshire residents. 

NATURE OF THE UNAUTHORIZED USE OR ACCESS 

In early May, 2009, a computer hard drive containing client personal information, including 
Social Security number, name or account number was stolen. The computer hard drive had 
been taken off of Company premises, in violation of company policy, and was subsequently 
stolen. No passwords were included in the stolen data. 

This was an isolated incident, not a case of online fraud or computer hacking It does not appear 
that the theft of this computer hard drive was intended for fraudulent purposes or identity theft. 

NUMBER OF NEW HAMPSHIRE RESIDENTS AFFECTED 

60 New Hampshire residents were affected by this incident. Each of these residents is being 
sent a notification letter in accordance with state law requirements by regular mail. A copy of 
the notification is enclosed. 

STEPS BEING TAKEN BY THE COMPANY 

The employee who removed the computer hard drive from Company premises has been 
terminated as a result of his violation of company data security policies and procedures. The 
Company will continue to communicate with its employees through employee bulletins, training 
and education regarding its data handling policies and procedures. 

Upon discovery of the theft, the incident was reported to local law enforcement and efforts were 
made to recover the computer hard drive. Local law enforcement has identified and arrested a 
suspect, but the computer hard drive has not been recovered. As a precaution, we are 
monitoring client accounts to deter unauthorized activity. In addition, we are offering clients one 
year of credit monitoring services at no expense to the client. 



CONTACT INFORMATION 

If you should have any further questions or need further information, please feel free to contact 
me at the following address: 

 
 

   
 

 
 

 

acy and Information Security Officer 
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June 11, 2009
 

<Dana Jones>
 
<ABC Corporation>
 
<100 Main Street>
 
<Anytown, Any State Zip>
 
<USA>
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Questions? Call: 1-877-576-7928 

If you work with an independent 

investment advisor, call: 

1-800-515-2157 

You may have been impacted by a recent data incident. 

I'm writing to alert you to a recent security incident involving client information, and to let you know 

what steps we are taking and recommend that you take as a result. We take the security of our clients' 

accounts very serioUSly, and we apologize for this incident and the inconvenience it has caused. 

What happened. 

Recently, a Schwab computer hard drive that included client data was stolen. Some of your personal 

information, including Social Security number, name or Schwab account number, was on the hard drive. 

No passwords were included in the data. 

This was an isolated incident, not a case of online fraud or computer hacking. It doesn't appear that the 

theft of this computer hard drive was intended for fraudulent purposes or identity theft. 

What steps we are taking. 

Schwab is working with law enforcement officials to recover the computer hard drive. As a precaution, 

we are monitoring your account to deter any unauthorized activity. In the event that you suspect any 

unauthorized activity, please call us immediately at 1-877-576-7928. 

What steps we recommend you take. 

To further protect your information, we recommend you do the following: 

Carefully review all of your future financial statements to ensure all transactions are authorized. 

Review your credit report regularly. You can order a free annual credit report by going to 

www.annualcreditreport.com or by calling the Annual Credit Report Request Service at 

1·877-322-8228. 

If at any time you believe you have been the victim of identity theft, you may wish to contact the 

three major credit reporting agencies and place a free "Fraud Alert" in your credit file, and report 

any suspected identity theft to local law enforcement. The contact information for the three credit 

reporting agencies is listed at the end of this letter. 

(Over) 



You may also wish to visit the Federal Trade Commission's website, http://www.ftC.govjbcpjeduj 

micrositesjidtheft, or call them toll·free at 1·877-FTC-HELP, to learn more about protecting yourself 

from identity theft. 

We would also like to offer you a complimentary, one·year credit monitoring subscription from Equifax.. 

To subscribe to the product, please see the enclosed information sheet, and use this unique promotion 

code: «code». 

We are committed to safeguarding the privacy of your information, and we take the security of your 

accounts very seriously. Again, we apologize for this incident and the inconvenience it has caused. Please 

feel free to call us anytrme at 1-877-576-7928 with Questions. If you work with an independent investment 

advisor, call Schwab Signature Alliance@ at 1-800-515-2157. 

Sincerely, 

Andy Gill 
Senior Vice President 
Charles Schwab 

Credit Reporting Agencies: 

EQuifax Experian TransUnion 

1-877-478-7625 1-888-397-3742 1-888-909-8872 

P.O. Box 740241 P.O. Box 2002 P.O. Box 6790 

Atlanta, GA 30374 Allen, TX 75013 Fullerton, CA 92834 

www.eQuifax.com www.experian.com www.transunion.com 

Independent Investment adVisors are not owned by. affiliated with, or supervised by Schwab. 

For Massachusetts residents: Massachusetts law requires that we notlfy you that you may also place Cl secuflly freeze on your 
credit report to prevent potential credit grantors from accessing your cred,t report without your conser.t by sendmg a wntten 
request to each of the natIonal credit reportmg agencies listed above. In order to request a security fr",~ze, you Will need to pro· 
Vide the following: (1) your full name; (2) your SOCial Security number and date of birth: (3) proof of your current address. such as 
a utility or phone bill, as well as a list of your addresses from the pnor five years; (4) a legible photocopy of a government-Issued 
identification card; (5) If you have been a Victim of identity theft. a copy of any police report, complaint or other Investigative report 
you may have filed with local law enforcement: and (6) If you are not a victim of Identity theft, Include payment by check, money 
order or credit card--do not send cash. Each credit reporting agency may charge a fee of up to S5.00 to place. temporanly 11ft, or 
remove a freeze. To hft or remove a freeze. you must send a wntten request In accordance with the requirements of each credit 
reporting agency. Please be aware that placmg a secunty freeze on your credit report may delay, Interfere With, or prevent the 
timely approval of any requests you make for credit. loans. employment. housing or other services. For more information regarding 
credit freezes, please contact the credit reporting agencies directly. Under Massachusetts law, you also have the nght to request 
from Schwab a copy of any pollee report filed In connectIon With thiS InCident. 

For Maryland residents: You may contact the Office of the Maryland Attorney General at 200 St. Paul Place. Baltimore, MD 21202. 
1-888-743-0023. htlp://www.oag.state.md.us/contact.htm. or contact the Federal Trade Commlsslon's Consumer Response 
Center at 600 Pennsylvania Ave .. NW, Washington. DC 20580. hltp://www.ftc.gov/bcp/menus/business/data.shtm. to obtain 
more information about steps you can take to aVOid Identity theft. 
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,Equifax Credit Watch™ Gold with 3~in..1 Monitoring 

Equifax Credit Watch will provide you with an "early warning system" to changes to your credit file and 

help you to understand the content of your credit file at the three major credit reporting agencies. 

Key Features and Benefits · Comprehensive credit file monitoring of your Equifax, Experian and TransUnion credit reports 

with dally notification of key changes to your credit files from any of the three agencies 

· Wireless alel·ts and customizable alerts available 

· One 3-in-1 Credit Report and unlimited access to your Equifax Credit ReporPM 

· $1 million In identity theft insurance with $0 deductible, at no additional cost to you* 

· 24/7 live agent Customer Service to assist you in understanding the content of your Equifax 

credit information, to provide personalized identity theft victim assistance and to help initiate 

an investigation of inaccurate information 

Online Delivery	 To sign up/enroll for online delivery, go to www.myservices.equlfax.com/trl and enter the 

promotion code provided in the enclosed letter. Use the code on the Payment Information page 

as noted in Step 3 below. The steps to follow are: 

1.	 Customer Information: Complete the fields requesting your contact information (name. 

address and email address) and click the "Continue" button. The information is provided in 

a secured environment. 

2.	 Identity Verification: Complete the fields requesting your Social Security number, date of 

birth and telephone number(s); create a User Name and password; agree to the Terms of 

Use; and click the "Continue" button. The system will ask you up to two security questions 

to verify your Identity. 

3.	 Payment Information: During the checkout process, enter the promotion code provided in 

the enclosed letter, in the "Enter Promotion Code" box. After entering your code, press the 

"Apply Code" button and then the" Submit Order" button at the bottom of the page. (This 

code eliminates the need to provide a credit card number for payment.) 

4.	 Order Confirmation: Click "View My Product" to access your 3-in-1 Credit Report and other 

product features. 
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U.S. Mail Delivery To sign up for U.S. mail delivery. dial 1-866-937-8432 for access to the Equifax Credit Watch™ 

automated enrollment process. Note that all credit reports and alerts will be sent to you via U.S. 

mail only. The steps to follow are: 

1.	 Promo[lon Code: You will be asked to enter your promotion code as provided in the enclosed 

letter. 

2.	 Customer Information: You will be asked to enter your home telephone number, home 

address, name, date of birth and Social Security number. 

3.	 Permissible Purpose: You will be asked to provide Equlfax with permission to access your 

credit file and to monitor your file. Without your agreement, Equifax cannot process your 

enrollment. 

4.	 Order Conflrn18tlon: Equifax will provide a confirmation number with an explanation that you 

will receive your Fulfillment Kit via U.S. mail (when Equifax is able to verify your identity) or a 

Customer Care letter with further instructions (if your identity cannot be verified using the 

information provided). Please allow up to 10 business days to receive thiS information . 

... Insurance underWritten by member companies or Arnerlcan Inte(n~Uo"al GrouP. Inc. The descrrpllon hereIn IS a sumrnary only. Il does not mclude an terms, conditions 
and exclusions of the poliCies described. Please refer to the actual poliCies jor complete details of coverage and e:-:c1uslons. This product IS not Intended for minors 
(under 18 years or age). 
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