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I write on behalf of Char-Broil, LLC ("Char-Broil") regarding a data security incident 
involving personal information of approximately 113 New Hampshire residents. Char-Broil 
takes the protection and proper use of customer and payment card information very seriously and 
is addressing this issue. 

On April 21, 2017, Char-Broil discovered that an unauthorized third party uploaded 
malicious computer code to the system that hosts Charbroil.com. Upon discovering this attack, 
Char-Broil took immediate action to protect customer information. Char-Broil removed the 
code, notified the FBI Cybersquad of the criminal activity, and engaged leading forensic experts 
to assist the company in investigating the security incident. Based on the investigation, 
Char-Broil believes that the code was present when customers made purchases via the online 
store during approximately March 22, 2017 and April 21, 2017, and that the code may have been 
used to obtain customer payment card transaction information for a limited number of 
transactions during that time. The information potentially impacted includes information 
provided when making a payment card purchase on Charbroil.com during the time frame above, 
including name, billing address, phone number, payment card number, expiration date, and 
CVV2 code. 

Upon learning of the incident, Char-Broil immediately took steps to remove the code, 
understand what occurred, how it may have impacted online customer purchases, and enhance 
security measures. In addition to reporting the incident to law enforcement, Char-Broil also is 
working closely with the payment card network concerning the cards that may have been 
impacted, and is continuing to take steps to strengthen the security of its e-commerce website. 
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In addition, Char-Broil partnered with Equifax to provide a credit monitoring and identity 
theft protection product at no cost for one year to the potentially affected customers. Char-Broil 
has also created a dedicated phone line to answer questions and provide information to those 
customers potentially affected. 

Beginning on May 9, 2017, Char-Broil sent notifications to the New Hampshire residents 
to explain the incident and identify steps that they may take to protect against potential misuse of 
their information. An unaddressed copy of this notification is enclosed for your reference. This 
notification includes information on the above mentioned identity theft protection product 
Char-Broil is offering to those affected by this incident. 

Please do not hesitate to contact me if you have any questions regarding this notification. 

Sincerely, 

Phyllis B. Sumner 

Enclosures 



Char-B!oil. 
Return Mail Processi ng Center 
PO Box 6336 
Portland , OR 97228-6336 

<<Mail ID>> 
<<Name>> 
<<Address I>> 
<<Adel ress2>> 
<<C ity>>. <<ST>> <<ZIP>> 

Dear <<Name>>: 

<<Date>> 

NOTICE OF DATA BR EACH 

Char-B roi l has a long-standing hi story of prov iding high-quality products and support to backyard grillers 
across the count ry. As part of our ongoing customer commitment, we take the protection and proper use of customer 
and pay ment card info rmation very seriously. We are writing to info rm you of a data secur ity incident that may 
have exposed some of your personal info rm ation, including pay ment card in fo rm ation, in connection with recent 
purchases from the Char-Broil online store. Thi s letter explains the incident and the steps Char-Broil has undertaken 
to address it. In addition, we prov ide guidance below on what you can do to protect yourself. 

I. What Happened 

On April 21, 201 7, we discovered that an unauthorized third party uploaded malicious computer code to the 
system that hosts Charbroil.com. Upon discovering this attack, we took immediate action to protect customer 
info rm ation. We removed the code, notified law enfo rcement of the criminal activity, and engaged leading forensic 
experts to assist our company in investigating the security incident. Based on the investigation, we believe that the 
code was present when customers made purchases via the online store during approximately March 22, 2017 and 
April 21, 2017, and that the code may have been used to obtain customer pay ment card transaction info rmation for a 
limited number of transactions during that time. You are receiving this notice because our records indicate that you 
made a pay ment card purchase du ring that time. 

II. What Information Was Involved 

The in fo rm ation potentially impacted includes infor mation prov ided when making a pay ment card purchase 
on Charbroil.com during the time frame above, including your name, billing add ress, phone number, pay ment card 
number, expi ration date, and CYV2 code. 

III. What We Are Doing 

Upon learning of the incident, Char-Broil immediately took steps to remove the code, understand what occurred, 
how it may have impacted our on line customer pu rchases, and enhance our security measures. In addition to reporting 
the incident to law enfo rcement, Char-Bro il also is working closely with the pay ment card network concerning the 
cards that may have been impacted. 

It is also very important to us that we help you take steps to protect against the potential misuse of 
your in fo rm ation. 
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We have partne red w ith Equ ifax to prov ide a credit monitoring and identity theft protection product at no cost 
to you for one year. This product is expl a ined further in the materi als prov ided by Equifax and enclosed w ith thi s 
letter. We hope you will take advantage of thi s product. To do so, please follow the instructions in the enclosed 
mater ia ls. You must complete the enrollment process by Aug ust 31, 201 7. Even if you decide not to take advantage 
of the one-year Equi fax monitoring product, you may still receive Equi fax Identity Restoration if you have identity 
theft concerns by calling Equifax at 877-368-4940, 9:00 a.m. to 8:00 p.m. Eastern , Mond ay through Friday, before 
June 1, 20 18. 

Info rm ation is also ava ilable for customers through a dedicated phone line at 888-742-9674. 

IV. What You Can Do 

In addition to enrolling in the credit monitor ing and identity protection product being provided by Equi fax, 
please see the infor mation in the " Identity Theft Prevention Tips" attachm ent, which prov ides additiona l steps you 
can take, including how to obta in a free copy of your c redit report and pl ace a fraud alert and /or c redit freeze on your 
c redit report. In addition, please monitor your credit card statements and report any unauthori zed charges to your 
c red it card company. 

V. For More Information 

We appreciate your loyalty to C har-Broil and are committed to ensuring that your personal information remains 
protected. As part of our ongoing customer commitment in thi s area, we are continuing to take steps to strengthen 
the security of our e-commerce website. If you have any questions, please call 888-742-9674, 9:00 a .m . to 9:00 p.m. 
EST, Monday th rough Friday. 

Sincerely, 

C hri stine Robins 
Pres ident and C hief Executive Office r 
Char-Broil , LLC 

Attachments: Identity T heft Prevention Tips 
Equi fax Offe r and Infor mation 
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Identity Theft Prevention Tips 

We recommend that you remain vigilant for incidents of fraud and identity theft by reviewing account statements 
and monitoring your credit reports. You may obtain a free copy of your credit report from each company listed 
below once every 12 months by requesting your report on line at www.annualcreditreport.com, calling toll-free 
1-877-322-8228, or mailing an Annual Credit Report Request Form (available at www.annualcreditreport.com) to: 
Annual Credit Report Request Service, P.O. Box 105281 , Atlanta, GA , 30348-5281. You may also purchase a copy 
of your credit report by contacting any of the credit reporting agencies be low: 

Equifax 
PO Box 740241 
Atlanta, GA 30374 
www.equifax.com 
888-766-0008 

Experian 
PO Box 9554 
A llen, TX 75013 
www.experian .com 
888-397-3742 

TransUnion 
PO Box 2000 
Chester, PA 19016 
www.transunion.com 
800-680-7289 

If you believe you are the victim of identity theft, you shou ld contact the proper law enforcement authorities, including 
local law enforcement, and you shou ld consider contacting your state attorney general and/or the Federal Trade 
Comm iss ion (" FTC"). You may also contact the FTC to obtain additional information about avoiding identity theft. 

Federal Trade Commission , Consumer Response Center 
600 Pennsylvania Avenue NW, Washington, DC 20580; 1-877-IDTHEFT (438-4338) 
www.ftc.gov/idtheft 

State Attorneys General : Information on how to contact your state attorney general may be found at 
www.naag.org/naag/attorneys-genera l/whos-my-ag.php. 

You may obtain information from the FTC and the credit reporting agencies listed above about placing a fraud a lert 
and /or credit freeze on your credit report. 
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EC{UIFAK® 
About the Equifax Credit Watch™ Gold credit 
monitoring and identity theft protection product 

Equi fax Credit Watch will prov ide you with an alert 
to changes to your credit fil e. Note: You must be over 
age 18 with a cred it fil e in order to take advantage of 
the product. 

How to Enroll: You can sign up on line or over the phone 

To sign up online fo r online delivery go to 
www. myserv ices.eq u ifax. com /gold 

I. Welcome Page: Enter the Acti vation Code 
provided at the top of th is page in the "Acti vation 
Code" box and click the "Submit" button. 

2. Regi ster : Complete the form with your contact 
in fo rm ation (name, gender, home address, date 
of birth , Soc ial Security Number and telephone 
number) and click the "Continue" button. 

3. Create Account: Complete the form with you r 
emai I address, create a User Name and Password , 
check the box to accept the Term s of Use and 
click the "Continue" button. 

4. Veri fy ID: The system will then ask you up to 
fo ur sec urity questions to verify your identity. 
Please answer the questions and click the "Submit 
Order" button. 

5. Order Confirm ation : Thi s page shows you your 
completed enro llment. Please cli ck the " View My 
Product" button to access the product featu res. 

Activation Code: <<Credit Monitoring Code>> 

Equifax Credit Watch provides you with the following 
key features and benefits: 
o Equifax credit file rnonitorirnr and alerts of kev 

changes to your Equifax credrr report • 
o Wireless alerts and customizable alerts available 

(available online only) Data charges may apply. 
o Access to your Equifax credit report 
,, Up to $25.000 in identity theft insurance 1 

u Live agent Customer Service 7 days a week from 
8 a.m. to 3 a.m. 

,, Automated renewal functionality of a 90 day 
fraud alert placernent2 (available online only) 

o ldentitv Restoration l f you become a victim of 
identity -theft. iD'1E:qulfax identity restoration 
specialist will work on your behalf to help you 
restore your identity. 

' ' Call <<dynarn ic phone # by product/partner>>, 
<<dynamic contact hours by product/partner>> 
for assistance. 

To sign up fo r US Mail delivery, dial 1-866-937-8432 
for access to the Equi fax Credit Watch automated 
enrollment process. Note that all credit reports and 
alerts will be sent to you via US Mail only. 

I. Activation Code: You will be asked to enter 
your enrollment code as provided at the top of 
thi s letter. 

2. Customer Info rmation: You will be asked to enter 
your home telephone number, home address, 
name, date of birth and Social Security Number. 

3. Permi ssible Purpose: You will be asked to 
provide Equi fax with your permission to 
access your credit fil e and to monitor your fil e. 
Without your agreement, Equi fax cannot process 
your enrollment. 

4. Order Confirm ation: Equifax will prov ide a 
confirmation number with an explanation that you 
will receive your Fulfillment Kit via the US Mail 
(when Equifax is able to ve ri fy your identity) or 
a Customer Care letter with further instructions 
(if your identity can not be verified using the 
info rmat ion provided). Please allow up to 10 
business days to receive thi s info rm ation. 

' Identity Theft Insura nce underwritten by insurance company subsidiar ies or affili ates of America n International Group, Inc. The 
description here in is a summ ary and in tended fo r in fo rm ational purposes only and does not include all term s, conditions and exclusions of 
the policies descri bed. Please re fe r to the actual policies fo r terms, cond itions, and exclusions of coverage. Coverage may not be ava il able in 
al l jurisdictions. Thi s product is not intended fo r minors (under 18 years of age). 
2 The Automatic Fraud Alert feature made available to consumers by Eq ui fa x In fo rm ation Se rvices LLC and ful filled on its be half by 
Equi fax Consumer Services LLC. 
Equi fax lil is a registered trademark of Eq ui fax Inc. ©2017 Equi fax Inc., Atlanta, Georgia. All rights reserved 
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