November 16, 2018
Via U.S. Mail

Consumer Protection Bureau
Office of the Attorney General
33 Capitol Street

Concord, NH 03301

To whom it may concern:

I am writing on behalf of The Chamberlain Group, Inc. (“CGI”) to inform you of a
security incident potentially affecting two New Hampshire residents.

CGI operates a call center in Arizona to handle support requests for our Chamberlain and
LiftMaster garage door products. On October 29, 2018, we discovered that a call center
employee had not followed CGI’s mandated security procedures regarding collection of
payment card information. We conducted a thorough investigation and determined that
New Hampshire residents had called the call center and that this employee had taken the
calls and handled the residents’ payment card information.

We will send a notification to all potentially affected New Hampshire residents on or
about November 20, 2018 and offer them a one-year membership in Experian’s
IdentityWorks credit monitoring product at no cost to them. A copy of the template
notice is enclosed with this letter.

We also contacted law enforcement and will cooperate in their investigation.

If you have any auestions concerning this matter. nlease do not hesitate to contact me at
630-501-3047 o

Verv trnlyv vnnire

Derek K. Johnson
Vice President, Customer Experience
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Chamberlain Group, Inc. (“CGI") values its customers and is committed to protecting your
personal information. Unfortunately, we are writing to inform you of an information security
incident that could potentially affect you, and to share with you the steps that CGl is taking to
address it.

CGIl operates a call center in Arizona to handle support requests for our Chamberlain and
LiftMaster branded products. On October 29, 2018, we discovered that a call center employee
had not followed CGl's mandated security procedures regarding collection of payment card
information. We are writing you because our investigation indicates that this employee handled
your payment card information when you called the call center. This individual may have taken
your call any time from October 16, 2017 through October 29, 2018.

Please note that we have no information indicating that your personal information has
been misused. Moreover, the employee did not have access to any of your other sensitive
information, such as your Social Security number, driver’'s license number, or any other financial
account number.

Nevertheless, out of an abundance of caution, CGl is offering you one year of identity protection
services at no cc~* *~ ‘rou through Experian, one of the three nationwide credit bureaus. Your
one-year membersnip in Experian’s ldentityWorksS™ product provides identity restoration
services, fraud detection tools, and other benefits which include monitoring your credit file at all
three national credit bureaus. Starting today, if you suspect that your personal information has
been used fraudulently, you can call Experian’s identity restoration agents to assist you to
investigate and resolve any incidents of fraud. You may take advantage of this benefit, at any
time, until January 31, 2019, by calling Experian at 1-877-890-9332. No enrollment or activation
is necessarv  The terms and canditions for identity restoration are located at

While identity restoration is immediately available to you, we also encourage you to activate fraud
detection tools available through IdentityWorksSM. This product provides you with identity
detection, credit monitoring, and resolution of identity theft.

If you wish to enroll in IdentityWorksS™, you will need to do the following:

1. Visit the IdentityWorks™ web site or call
1-877-890-9332 to enroll and provide Engagement Number DB09353.

2. PROVIDE your Activation Code

Enroliment Deadline: January 31, 2019 (your Activation Code will not work after this date).












8. Additional Information. You may obtain information about fraud alerts and security freezes
and additional information about steps you can take to avoid identity theft from the following:

Identity Theft Clearinghouse
Federal Trade Commission

600 Pennsylvania Avenue, NW
Washinatan DC 20880
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