NOTICE OF DATA BREACH

September 25, 2017

Dear Attorney General:

You are receiving this letter from Century Martial Arts because we have been notified that
personal information relating to you may have been accessed in a data breach affecting one of our
vendors.

What Happened

On September Ist, 2017, Century was informed by our 3" Party Ecommerce Provider (Aptos)
that their software platform which hosts centurymartialarts.com experienced a data breach. The
investigation by Aptos indicates the intrusion began in early July 2017 and was remediated prior to
August 24™ 2017. During this time the attackers gained access to certain customer information.
According to Aptos, 17 residents of your state were affected by the breach and have been notified by
Century contemporaneous with this notice (a form copy of which is attached hereto).

What Information Was Involved

The information the attacker had access to included first and last name, address, email address,
phone number and any credit or debit card numbers, cvv2 codes and expiration dates.

What We Are Doing

Aptos has completed the removal of the malware from their servers and continues to actively
monitor their platform to safeguard personal information going forward. Aptos has informed us that the
incident has been reported to the FBI.

For More Information

If you have any questions or if we can assist you in any way, please call 1-877-272-1902 Monday
through Thursday between the hours of 8:00 am and 5:00 pm Central Time. You can also contact us by
mail at Century Martial Art Supply, LLC, Attn: Breach Notification, 1000 Century Blvd., Oklahoma City,
OK 73110.

Sincerely,




Paul Webb
President, Century LLC




[FOR MARYLAND RESIDENTS

You can contact the Maryland Office of the Attorney General at the following address to obtain
information about steps you can take to avoid identity theft:

Maryland Office of the Attorney General
200 St. Paul Place
Baltimore, MD 21202

Website: www.marvlandattorneyvgeneral.gov
Phone: 410-576-6300 / toll-free: 1-888-743-0023]

[FOR NORTH CAROLINA RESIDENTS

You can contact the North Carolina Office of the Attorney General at the following address to
obtain information about steps you can take to avoid identity theft:

North Carolina Office of the Attorney General
9001 Mail Service Center
Raleigh, NC 27699-9001

Website: www.nedoj.gov
Phone: 919-716-6400]

[FOR RHODE ISLAND RESIDENTS

You can contact the Rhode Island Office of the Attorney General at the following address to
obtain information about steps you can take to avoid identity theft:

Rhode Island Office of the Attorney General
150 South Main Street
Providence, Rhode Island 02903

Website: www.riag.ri.eov
Phone: 401-274-4400]




NOTICE OF DATA BREACH

September 13, 2017

Dear Customer:

Century was informed on September 1st, 2017 by our 3" Party Ecommerce Provider (Aptos) that
their software platform which hosts centurymartialarts.com experienced a data breach. The
investigation by Aptos indicates the intrusion began in early August 2017 and was remediated prior to
August 24™, 2017. During this time the attackers gained access to certain customer information.

What Information Was Involved?

The information the attacker had the ability to access was first and last name, address, phone
number and any credit or debit card numbers, cvw2 codes and expiration dates.

What Is Being Done To Secure The Platform?

Aptos who is our 3™ Party Provider has completed the removal of the malware from their
servers and continues to actively monitor their platform to safeguard personal information going
forward.

What We Recommend To Our Customers:

To protect yourself from the possibility of identity or credit card theft we recommend you
immediately contact your credit or debit Card Company and inform them that your card information
may have been compromised so they can issue you a replacement card. Also please review your

banking and credit card statements and report any suspicious activity to the relevant financial
institutions.

Century’s Promise to Our Customers

We deeply regret this breach occurred despite the many security safeguards which are in place.

Once again we have been assured by Aptos that this issue has been resolved and our site is secure for
future transactions.

We are committed to secure your personal information by holding our vendors to the highest business
standards.




6. A legible photocopy of a government issued identification card (state driver’s license or ID card,
military identification, etc.)

7. If you are a victim of identity theft, include a copy of either the police report, investigative report, or
complaint to a law enforcement agency concerning identity theft;

8. If you are not a victim of identity theft, include payment by check, money order, or credit card (Visa,
MasterCard, American Express or Discover only). Do not send cash through the mail.

The credit reporting agencies have three (3) business days after receiving your request to place a
security freeze on your credit report. The credit bureaus must also send written confirmation to you within
five (5) business days and provide you with a unique personal identification number (PIN) or password,
or both that can be used by you to authorize the removal or lifting of the security freeze.

To lift the security freeze in order to allow a specific entity or individual access to your credit
report, you must call or send a written request to the credit reporting agencies by mail and include proper
identification (name, address, and social security number) and the PIN number or password provided to
you when you placed the security freeze as well as the identities of those entities or individuals you would
like to receive your credit report or the specific period of time you want the credit report available. The
credit reporting agencies have three (3) business days after receiving your request to lift the security
freeze for those identified entities or for the specified period of time.

To remove the security freeze, you must send a written request to each of the three credit bureaus
by mail and include proper identification (name, address, and social security number) and the PIN
number or password provided to you when you placed the security freeze. The credit bureaus have three
(3) business days after receiving your request to remove the security freeze.

Sincerely,

Paul Webb

President, Century LLC




