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September 29, 2020 

Via E-mail and Certified Mail 

Attorney General Gordon J. MacDonald 
Office of the Attorney General 
33 Capitol Street 
Concord, NH 03301 

RE: Notice of Data Privacy Incident 

Dear Attorney General MacDonald: 

 Our law firm, Nelson Mullins Riley & Scarborough LLP, 215 South Monroe Street, Ste. 400, 
Tallahassee, FL 32301, represents CBD Industries, LLC (“CBD Industries”), 8845 Red Oak Blvd., 
Charlotte, NC 28217, a retailer. 
 
 CBD Industries recently determined that the eCommerce platform underlying its online retail sales 
webpage was modified to include malicious code.  The malicious code created a risk that customer-input 
elements on the webpage may have been skimmed by an unauthorized third party.  CBD Industries notified 
federal law enforcement and has cooperated with its investigation. 
 
 After review by an industry-leading forensic investigation firm, CBD Industries determined that 
customers who placed orders from March 30, 2020, through May 8, 2020, and May 14, 2020, through May 
18, 2020, were at risk.  The data elements at risk included both personal and non-personal information 
consisting of first and last names, email addresses, billing addresses, credit or debit card numbers, expiration 
dates and card security codes, and/or bank account numbers.  Although CBD Industries cannot confirm that 
customer information was acquired, on or about September 28, 2020, CBD Industries will provide the 
enclosed notice to customers who may be at risk and is offering to provide one (1) year of identity 
monitoring without cost to them. 
 
 The number of residents at risk is three-hundred-thirty-two (332). 
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 Please let me know if you have any questions regarding this notification. 
 

Very truly yours, 

Joshua P. Brian 
 
Enclosure: Notice Template 
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NOTICE OF DATA PRIVACY INCIDENT

Dear <<Name 1>>:

CBD Industries, LLC respects the privacy of your information, which is why we are writing to tell you about a data 
privacy incident that temporarily impacted our eCommerce platform.

What Happened

Like many online retailers, we recently determined the eCommerce platform underlying our online retail sales 
`OLYKQO$ MLNVN&MXV$ `K\ VXNShON ]X SWMU^NO VKUSMSX^\ MXNO& ERO VKUSMSX^\ MXNO M[OK]ON K [S\T ]RK] M^\]XVO[%
SWY^] OUOVOW]\ XW ]RO `OLYKQO VKb RK_O LOOW \TSVVON Lb KW ^WK^]RX[ScON ]RS[N YK[]b& GO WX]ShON PONO[KU UK`
enforcement and have been cooperating with their investigation.  

6P]O[ [O_SO` Lb KW SWN^\][b UOKNSWQ SW_O\]SQK]SXW h[V$ `O NO]O[VSWON ]RK] M^\]XVO[\ `RX YUKMON X[NO[\ P[XV ?K[MR
+($ *(*($ ]R[X^QR ?Kb 0$ *(*($ KWN ?Kb ),$ *(*($ ]R[X^QR ?Kb )0$ *(*($ `O[O K] [S\T&

6U]RX^QR `O MKWWX] MXWh[V ]RK] M^\]XVO[ SWPX[VK]SXW `K\ KMZ^S[ON$ `O RK_O NOMSNON ]X Y[XKM]S_OUb Y[X_SNO ]RS\ WX]SMO KWN
one (1) year of identity monitoring without cost to you to ensure you can protect yourself, should you feel it is appropriate.

What Information Was Involved

GO MKWWX] MXWh[V ]RK] bX^[ YO[\XWKU SWPX[VK]SXW `K\ KMZ^S[ON `S]RX^] K^]RX[ScK]SXW& =X`O_O[$ ]RO SWPX[VK]SXW
K] [S\T `X^UN RK_O SWMU^NON bX^[ h[\] KWN UK\] WKVO$ OVKSU KNN[O\\$ LSUUSWQ KNN[O\\$ M[ONS] X[ NOLS] MK[N W^VLO[$
expiration date and card security code, and/or bank account number.

What We Are Doing

EX ROUY [OUSO_O MXWMO[W\ PXUUX`SWQ ]RS\ SWMSNOW]$ `O \OM^[ON E[KW\FWSXW ]X Y[X_SNO SNOW]S]b VXWS]X[SWQ K] WX MX\]
]X bX^ PX[ XWO ")# bOK[& E[KW\FWSXW S\ KW SWN^\][b UOKNO[ KWN P^WM]SXW\ K\ K h[\] YXSW] XP MXW]KM] PX[ M[ONS]%[OUK]ON
S\\^O\$ `RSMR KUUX`\ S] ]X OkMSOW]Ub P^[WS\R ]SVOUb WX]ShMK]SXW KLX^] M[ONS]%[OUK]ON S\\^O\ ]X SWNS_SN^KU\ OW[XUUON SW
its identity monitoring service.

Visit www.MyTrueIdentity.com to activate and take advantage of your identity monitoring service.

You have until <<Enrollment Deadline>> to activate your identity monitoring service.

myE[^O>NOW]S]b 8[ONS] ?XWS]X[SWQ DO[_SMO 6M]S_K]SXW 8XNO2 <<ACTIVATION CODE>>

Additional information describing this service is included with this letter.  We encourage you to review the description 
and to enroll in this service.

EX P^[]RO[ Y[X]OM] bX^[ SWPX[VK]SXW P[XV ^WK^]RX[ScON KMMO\\$ `O RK_O SVYUOVOW]ON KNNS]SXWKU ]OMRWSMKU \OM^[S]b
measures designed to prevent similar incidents from occurring in the future.

CO]^[W ?KSU B[XMO\\SWQ 8OW]O[
B&A& 7Xa .++.
BX[]UKWN$ AC 1/**0%.++.

44?KSU >955
<<Name 1>>
<<Name 2>>
<<Address 1>>
<<Address 2>>
<<Address 3>>
446NN[O\\ ,55 449K]O55
<<Address 5>>
448S]b5544D]K]O5544JSY55
<<Country>>
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What You Can Do

BUOK\O [O_SO` ]RO OWMUX\ON eAdditional Resources” information included with this letter, which describes additional 
\]OY\ bX^ MKW ]KTO ]X ROUY Y[X]OM] bX^[\OUP$ SWMU^NSWQ [OMXVVOWNK]SXW\ Lb ]RO ;ONO[KU E[KNO 8XVVS\\SXW [OQK[NSWQ
SNOW]S]b ]ROP] Y[X]OM]SXW KWN NO]KSU\ XW RX` ]X YUKMO K P[K^N KUO[] X[ K \OM^[S]b P[OOcO XW bX^[ M[ONS] hUO&

For More Information

;X[ P^[]RO[ SWPX[VK]SXW$ YUOK\O MKUU 000%,1(%(1(- LO]`OOW 12(( K&V& KWN 12(( Y&V& :DE& GO ]KTO ]RO Y[X]OM]SXW XP
your personal information very seriously and apologize for any inconvenience.  We trust that the services we are 
XjO[SWQ ]X bX^ NOVXW\][K]O X^[ MXW]SW^ON MXVVS]VOW] ]X bX^[ \OM^[S]b KWN \K]S\PKM]SXW&

DSWMO[OUb$

CBD Industries, LLC
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ADDITIONAL RESOURCES

Contact information for the three nationwide credit reporting agencies is:

Equifax$ B&A& 7Xa /,(*,)$ 6]UKW]K$ <6 +(+/,$ `` &̀OZ^SPKa&MXV$ )%0((%.0-%))))

Experian$ B&A& 7Xa *)(,$ 6UUOW$ EH /-()+$ `` &̀OaYO[SKW&MXV$ )%000%+1/%+/,*

TransUnion$ B&A& 7Xa +,()*$ ;^UUO[]XW$ 86 1*0+,$ `` &̀][KW\^WSXW&MXV$ )%0((%1).%00((

Free Credit Report. It is recommended that you remain vigilant for incidents of fraud and identity theft by reviewing 
KMMX^W] \]K]OVOW]\ KWN VXWS]X[SWQ bX^[ M[ONS] [OYX[] PX[ ^WK^]RX[ScON KM]S_S]b X_O[ ]RO WOa] ]`OW]b%PX^[ VXW]R\$ KWN
SVVONSK]OUb [OYX[] SWMSNOW]\ XP \^\YOM]ON SNOW]S]b ]ROP] ]X LX]R bX^[ hWKWMSKU Y[X_SNO[ KWN UK` OWPX[MOVOW]&

You may obtain a copy of your credit report, free of charge, once every twelve months from each of the three 
nationwide credit reporting agencies. You may also seek to have information relating to fraudulent transactions 
[OVX_ON P[XV bX^[ M[ONS] [OYX[]& EX X[NO[ bX^[ KWW^KU P[OO M[ONS] [OYX[]$ YUOK\O _S\S] www.annualcreditreport.com
or call toll free at 1-877-322-8228.

IX^ MKW KU\X X[NO[ bX^[ KWW^KU P[OO M[ONS] [OYX[] Lb VKSUSWQ K MXVYUO]ON 6WW^KU 8[ONS] COYX[] COZ^O\] ;X[V
"K_KSUKLUO P[XV ]RO F&D& ;ONO[KU E[KNO 8XVVS\\SXWg\ "e;E8f# `OL\S]O K] `` &̀MXW\^VO[&P]M&QX_# ]X2 6WW^KU 8[ONS]
COYX[] COZ^O\] DO[_SMO$ B&A& 7Xa )(-*0)$ 6]UKW]K$ <6 +(+,0%-*0)&

For Colorado, Georgia, Maine, Maryland, New Jersey, Puerto Rico, and Vermont residents: You may obtain 
one or more (depending on the state) additional copies of your credit report, free of charge. You must contact each of 
the credit reporting agencies directly to obtain such additional report(s).

Fraud Alert. IX^ VKb YUKMO K P[K^N KUO[] SW bX^[ hUO Lb MKUUSWQ XWO XP ]RO ]R[OO WK]SXW`SNO M[ONS] [OYX[]SWQ KQOWMSO\
above. A fraud alert tells creditors to follow certain procedures, including contacting you before they open any new 
accounts or change your existing accounts. For that reason, placing a fraud alert can protect you, but also may delay 
you when you seek to obtain credit.

Security Freeze. You have the ability to place a security freeze on your credit report free of charge.

A security freeze is intended to prevent credit, loans, and services from being approved in your name without your 
MXW\OW]& EX YUKMO K \OM^[S]b P[OOcO XW bX^[ M[ONS] [OYX[]$ bX^ VKb LO KLUO ]X ^\O KW XWUSWO Y[XMO\\$ KW K^]XVK]ON
]OUOYRXWO USWO$ X[ K `[S]]OW [OZ^O\] ]X KWb XP ]RO ]R[OO M[ONS] [OYX[]SWQ KQOWMSO\ US\]ON KLX_O& ERO PXUUX`SWQ SWPX[VK]SXW
V^\] LO SWMU^NON `ROW [OZ^O\]SWQ K \OM^[S]b P[OOcO "WX]O ]RK] SP bX^ K[O [OZ^O\]SWQ K M[ONS] [OYX[] PX[ bX^[ \YX^\O$
]RS\ SWPX[VK]SXW V^\] LO Y[X_SNON PX[ RSV'RO[ K\ `OUU#2 ")# P^UU WKVO$ `S]R VSNNUO SWS]SKU KWN KWb \^kaO\3 "*# DXMSKU
DOM^[S]b W^VLO[3 "+# NK]O XP LS[]R3 ",# M^[[OW] KNN[O\\ KWN KWb Y[O_SX^\ KNN[O\\O\ PX[ ]RO YK\] h_O bOK[\3 "-# UOQSLUO
MXYb XP K QX_O[WVOW] S\\^ON SNOW]ShMK]SXW MK[N3 ".# UOQSLUO MXYb XP K [OMOW] ^]SUS]b LSUU X[ LKWT X[ SW\^[KWMO \]K]OVOW]
]RK] NS\YUKb\ bX^[ WKVO KWN M^[[OW] VKSUSWQ KNN[O\\$ KWN ]RO NK]O XP S\\^O3 KWN "/# KWb KYYUSMKLUO SWMSNOW] [OYX[] X[
MXVYUKSW] hUON `S]R K UK` OWPX[MOVOW] KQOWMb&

&/./6,2 +6,./ %533177154 ,4. *8,8/ $88564/97 '/4/6,2 );-/7" If you believe you are the victim of identity theft 
or have reason to believe your personal information has been misused, you should immediately contact the Federal 
E[KNO 8XVVS\\SXW KWN'X[ ]RO 6]]X[WOb <OWO[KUg\ XkMO SW bX^[ RXVO \]K]O& IX^ VKb KU\X MXW]KM] ]RO\O KQOWMSO\ PX[
information on how to prevent or avoid identity theft.

You may contact the Federal Trade Commission$8XW\^VO[CO\YXW\O8OW]O[$.((BOWW\bU_KWSK6_OW^O$@G$GK\RSWQ]XW$
98 *(-0($ R]]Y\2''`` &̀MXW\^VO[&P]M&QX_'POK]^[O\'POK]^[O%((),%SNOW]S]b%]ROP]$ )%0//%>9E=:;E ",+0%,++0#&

*8,8/ $88564/9 '/4/6,2:7 );-/ %548,-8 (40563,8154# 44D]K]O 6< >WPX55&
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Activation Code: <<Activation Code>>

Complimentary One-Year myTrueIdentity Credit Monitoring Service

As a safeguard, we have arranged for you to enroll, at no cost to you, in an online credit monitoring service 
(myE[^O>NOW]S]b# PX[ XWO bOK[ Y[X_SNON Lb E[KW\FWSXW >W]O[KM]S_O$ K \^L\SNSK[b XP E[KW\FWSXW$® one of the 
three nationwide credit reporting companies.

How to Enroll: You can sign up online or via U.S. mail delivery

d EX OW[XUU SW ]RS\ \O[_SMO$ QX ]X ]RO myE[^O>NOW]S]b `OL\S]O K] www.MyTrueIdentity.com 
KWN$ SW ]RO \YKMO [OPO[OWMON K\ e:W]O[ 6M]S_K]SXW 8XNO$f OW]O[ ]RO )*%UO]]O[ 6M]S_K]SXW 8XNO
<<Insert Unique 12-letter Activation Code>> and follow the three steps to receive your credit 
monitoring service online within minutes.

d >P bX^ NX WX] RK_O KMMO\\ ]X ]RO >W]O[WO] KWN `S\R ]X OW[XUU SW K \SVSUK[ XlSWO$ YKYO[%LK\ON M[ONS]
VXWS]X[SWQ \O[_SMO$ _SK F&D& VKSU NOUS_O[b$ YUOK\O MKUU ]RO E[KW\FWSXW ;[K^N CO\YXW\O DO[_SMO\
]XUU%P[OO RX]USWO K] 1-855-288-5422& GROW Y[XVY]ON$ OW]O[ ]RO \Sa%NSQS] ]OUOYRXWO YK\\MXNO
<<Insert static 6-digit Telephone Pass Code>> KWN PXUUX` ]RO \]OY\ ]X OW[XUU SW ]RO XlSWO
M[ONS] VXWS]X[SWQ \O[_SMO$ KNN KW SWS]SKU P[K^N KUO[] ]X bX^[ M[ONS] hUO$ X[ ]X \YOKT ]X K E[KW\FWSXW
representative if you believe you may be a victim of identity theft.

IX^ MKW \SQW ^Y PX[ ]RO XWUSWO X[ XlSWO M[ONS] VXWS]X[SWQ \O[_SMO KWb]SVO LO]`OOW WX` KWN
<<Enrollment Deadline>>& 9^O ]X Y[S_KMb UK`\$ `O MKWWX] [OQS\]O[ bX^ NS[OM]Ub& BUOK\O WX]O ]RK] M[ONS]
VXWS]X[SWQ \O[_SMO\ VSQR] WX] LO K_KSUKLUO PX[ SWNS_SN^KU\ `RX NX WX] RK_O K M[ONS] hUO `S]R E[KW\FWSXW
X[ KW KNN[O\\ SW ]RO FWS]ON D]K]O\ "X[ S]\ ]O[[S]X[SO\# KWN K _KUSN DXMSKU DOM^[S]b W^VLO[& :W[XUUSWQ SW ]RS\
\O[_SMO `SUU WX] KjOM] bX^[ M[ONS] \MX[O&

ADDITIONAL DETAILS REGARDING YOUR 12-MONTH COMPLIMENTARY CREDIT 
MONITORING SERVICE:

d AWMO bX^ K[O OW[XUUON$ bX^ `SUU LO KLUO ]X XL]KSW XWO bOK[ XP ^WUSVS]ON KMMO\\ ]X bX^[ E[KW\FWSXW
credit report and credit score.

d ERO NKSUb M[ONS] VXWS]X[SWQ \O[_SMO `SUU WX]SPb bX^ SP ]RO[O K[O KWb M[S]SMKU MRKWQO\ ]X bX^[ M[ONS]
hUO K] E[KW\FWSXW$ SWMU^NSWQ P[K^N KUO[]\$ WO` SWZ^S[SO\$ WO` KMMX^W]\$ WO` Y^LUSM [OMX[N\$ UK]O
payments, changes of address, and more.

d ERO \O[_SMO KU\X SWMU^NO\ KMMO\\ ]X KW SNOW]S]b [O\]X[K]SXW Y[XQ[KV ]RK] Y[X_SNO\ K\\S\]KWMO SW ]RO
event that your identity is compromised and up to $1,000,000 in identity theft insurance with no 
NON^M]SLUO& "BXUSMb USVS]K]SXW\ KWN OaMU^\SXW\ VKb KYYUb&#


