James E. Prendergast 1275 Drummers Lane, Suite 302
Office: 267-930- 4798 Wayne, PA 19087
Fax:  267-930-4771

Email: jprendergast@mullen.law

January 10,2018
TS US MAIL
Attorney General Gordon J MacDonald
Office of the New Hampshire Attorney General
Attn: Security Breach Notification
33 Capitol Street
Concord, NH 03301

Re:  Notice of Data Security In~*-'~ut

Dear Mr. MacDonald:

We represent Broward College, 111 East Las Olas Boulevard, Fort Lauderdale, FL 33301, and are
writing to notify you of a data security incident that may have affected the security of information
related to certain individuals residing in New Hampshire. Broward College reserves the right to
supplement this notice with any new significant facts learned subsequent to its submission. By
providing this notice, Broward College does not waive any rights or defenses regarding the
applicability of New Hampshire law, the applicability of the New Hampshire data breach
notification statute, or personal jurisdiction.

Nature of the Data Event

On or about August 3, 2017, certain Broward College employees received a spam phishing email
to their Broward College email accounts. The phishing email contained a link that asked the
employees to enter their Broward College log-in credentials. On Friday, August 18, 2017,
Broward College learned that certain employees had clicked on the link in the email and provided
" their credentials. Broward College identified and corrected the issue by contacting all potentially
affected employees and ensuring that all passwords were changed. Broward College also
immediately initiated an investigation, with the assistance of a third-party forensic investigator,
to determine what personal information, if any, was subject to unauthorized access or
acquisition. Through this investigation, Broward College determined that certain employees’
email accounts were accessed without authorization between July 18, 2017 and September 8,
2017.
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On or around November 17,2017, Broward College determined that the affected email accounts
contained, and the unauthorized individual may have accessed, the following information: name,
date of birth, address, Social Security number, financial account number, credit/debit card number,
and/or driver’s license or state identification card number. While the investigation is ongoing,
Broward College does not currently have any evidence of actual or attempted misuse of personal
information as a result of this incident.

Notice to New Hampshire Residents

After discovering the scope of the incident on November 17,2017, Broward College undertook a
time-consuming manual effort, with the assistance of third-party vendors, to identify mailing
addresses for the affected individuals and to provide them with notice of this incident.

On January 10, 2018, Broward College will begin providing written notice of this incident to all
affected individuals, which includes approximately twenty-nine (29) known New Hampshire
residents. Written notice will be provided in substantially the same form as the letter attached
hereto as Exhibit A. Broward College is currently working to locate the mailing addresses for
certain additional affected individuals, and may notify additional New Hampshire residents.
Should additional New Hampshire residents be identified and notified, Broward College will
provide a supplemental notification to your office.

Other Steps Taken and To Be Taken

After discovering the suspicious email activity, Broward College, with the assistance of third-
party forensic investigators, moved quickly to identify those who may be affected and to provide
them with notice of this incident. Additionally, Broward College promptly ensured that the
affected employees’ passwords were changed, and continues to monitor their systems to ensure
the privacy and security of personal information.

Broward College is providing all potentially affected individuals access to 12 months of
complimentary credit monitoring and identity restoration services, through Experian.
Additionally, Broward College is providing potentially impacted individuals with guidance on
how to better protect against identity theft and fraud, including information on how to place a
fraud alert and security freeze on one's credit file, the contact details for the national consumer
reporting agencies, information on how to obtain a free credit report, a reminder to remain vigilant
for incidents of fraud and identity theft by reviewing account statements and monitoring free
credit reports, and encouragement to contact the Federal Trade Commission, their state Attorney
General, and law enforcement to report attempted or actual identity theft and fraud.
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Contact Information

Should you have any questions regarding this notification or other aspects of the data security
event, please contact us at 267-930-4798.

Very truly yours,

i

James E. Prendergast of
MULLEN COUGHLIN LLC

JEP:am
Enclosure




Exhibit A




A BROWARD'
\€.COLLEGE

www.broward.edu
Return Mail Processing Center
PO Box 6336
Portland, OR 97228-6336

Re: Notice of Data Breach

Broward College recently discovered an incident that may affect the security of your personal information. We write
to provide you with information about the incident, steps we are taking in response, and steps you can take to better
protect against the possibility of identity theft and fraud, should you feel it is appropriate to do so.

What Happened? On or about August 3, 2017, certain Broward College employees received a spam phishing email
to their Broward College email accounts. The phishing email contained a link that asked the employee to enter their
Broward College log-in credentials. On Friday, August 18, 2017, Broward College learned that certain employees had
clicked on the link in the email and provided their credentials. Broward College identified and corrected the issue by
contacting all potentially affected employees and ensuring that all passwords were changed. Broward College also
immediately initiated an investigation, with the assistance of a third-party forensic investigator, to determine what
personal information, if any, was subject to unauthorized access or acquisition.
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Broward College sincerely apologizes for the inconvenience and concern this incident may cause, and remains
committed to safeguarding the personal information in its care.

Sincerely,

(o~

Alan Hansen
District Director of Risk Management & Chief Risk Officer

Enclosure
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