
Wilson Sonsini Goodrich & Rosati
PROFESSIONAL CORPORATION

December 13,2016

VIA U.S. MAIL

Joseph Foster, Attorney General
Office of the New Hampshire Attorney General
Attn: Security Breach Notification
33 Capitol Street
Concord, NH 03301

One Market Plaza
SpearTower, Suite 3300

SanF1llIlcisco, CA 94105-1126
PHONE 415,947,2000
PAX 415:947,2099
.www.wsgr.com

Michael H. Rubin
Email: mrubin@wsgr.com
Direct Dial: 650.849.3311

Dear Attorney General Foster:

We write to inform you that Breville USA, Inc. ("Breville") will send notices to 4 New
Hampshire residents advising them of a data security incident. On December 5, 2016, Breville
discovered malware that was placed on its e-commerce website on December 1, 2016, and which
may have permitted an unauthorized individual to obtain information submitted by website users.
The information potentially affected includesbiHing and shippingnames, email addresses, telephone
numbers,and addresses,andpaymentcard numberand expirationdate.

Breville is taking steps to strengthen the security of itse-commerce website and the per-
sonal information which it maintains, and will take further steps as appropriate to safeguard such
information. To assist New Hampshire residents with their efforts to protect themselves from the
misuse of the information, Breville has arranged to make identity repair and credit monitoring
services available to them at no cost for 2 years.

The notices will be sent to affected New Hampshire residents on December 13,2016, via
email and U.S. Mail. A copy of the form letter is attached. Please do not hesitate tocallme at
(650) 849-3311 if you have any questions;

Sincerely,

WILSON SONSINI GOODRICH & ROSATI
Professional Corporation

~r&la
Michael H. Rupin

Enclosure

Cc: Eddie Holman
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RE: Notice of Data Security InCident

, We are writing to provide you with information about a data security incident we experienced.

What Happened and What Information Was Involved

On December 5, 2016, we discovered and removed malware on our e-commerce website that was placed there
on December 1,2016. The malware could have obtaine~ access to information you submitted to the website
between those dates, such as billing and shipping names, email addresses, telephone numbers, and addresses,
and payment card number, CVV, and expiration date. BecaUse you are in a position to further protect against
any potential misuse of your information, we wanted to inform you of the situation and encourage you to take
steps you deem approp~ate to help protect yourself.

What We Are Doing

We. removed the mal ware from our website and we are taking steps to strengthen our protection of personal
information. We will continue to closely monitor and take further steps as appropriate to safeguard such
information.

We encourage you to take the steps you deem appropriate to help protect yourself. To assist you in these
efforts and in an abundance of caution, we have arranged to have AlIClear 10 protect your identity for 24
months at no cost to you. The following identity protection services start on the date of this notice and you can.
use them at any time during the next 24 months.

AIlClear Identity Repair: This service is automatically available to you with no enrollment required. If a
problem arises, simply call 1-877.676-0379 and a dedicated investigator will help recover financial. losses,
restore your credit and make sure your identity is returned to its proper condition.

AIIClear Credit Monitoring: This service offers additional layers of protection including credit monitoring
and a $1 million identity theft insurance policy. To use this service, you will need to provide your personal
information to AllClear ID. You may sign up online at https://enroll.allc1earid.com using the following
redemption code: {Redemptiol1c:()de}. .

Please note: Additional steps may be required by you in order to activate your phone alerts and monitoring
options.

Brell'iIIe USA, Inc.
19400 S. Western Ave
Torrance CA90501USA
T: 1 866 273-8455 .
brevllleusa.com We are FOOD THINKERS.
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WhatYou CanJ)o

You can take other steps to protect Clgainstany potential misuse bfthe informatibn.To assist you in protecting
yourself, we provide general information below.

We recommend that you consider contacting your payment card provider to request a new account number, as
well as reviewing your credit report from each of the three major credit reporting agencies: Experian, Equifax,
and Transunion (contact information provided below). The law entitles you to receive a free copy of your
credit report annually from each ofthe three major credit reporting agencies. To order your free credit.report,
visithttp://www.annualcreditreport.com or call, toll-free, 1,,877 ,,322-8228.

EXPERIAN
P.O. Box 9532
Allen, TIC 75013 \
(888) 397-3742

EQUIFAX
P.O. Box 740256
Atlanta, GA 30374
(800) 525-6285

'TRAI'lSUNION
P.O. Box 2000
Chester, PA 19022
(gOO) 680-7289

When you receive your credit report, review it carefully. If you discover errors or unauthorized accounts or
charges on your credit reports, you should immediately notify the appropriate credit bureau by telephone and
in writing. If you find suspicious activity on your creditreports or have reason to believe your information is
being misused, file a police report with local law enforcement, your state attorney general, arid/or notify the
Federal Trade Commission at https://www.identitYilieft.gov/; Consumer Response Center, 600 Pennsylvania
Avenue,NW, Washington, DC 20580; or 1-877-lDTHEFT (4384338). You should obtain a copy of the
police report because many creditors require the information it contains before they win absolve you of the
fraudulent debts. .

Even if you do not find any suspicious activity on your initial credit reports, the Federal Trade Commission,
recommends that you check your credit reports and accountstatementsperiodicaUyandremain vigilantfor .
incidents of fraud and identity theft. Monitoring your credit reports is one of the. best ways you'canproteet
yourself. You may also learn about fraud alerts andsecurity freezes from the sources above;

We take your privacy and the protectibn bfpersonalinformation very seriously. We sincerely regret any
inconvenience that this situation may cause you. We encourage you to take advantage of the AllClear lD
serVices that weare offering to you at no expense.

For More Information
If you have any questions, please contact us either through www.BrevilleUSASupport.com or call us 'on (+1
866) 273-8455 (Hours: 8am - 5pm, Pacific Time, Monday through Friday,excluding Holidays).

Sincerely, .

Damian Court
President - USA
Breville USA, Inc.

Enclosures

http://visithttp://www.annualcreditreport.com
http://https://www.identitYilieft.gov/;
http://www.BrevilleUSASupport.com


Special Notice For North Carolina Residents

The North Carolina Attorney General's Office and the Federal Trade Commission (FTC) canprovitle y()u with
information about steps which you can take to avoid-identity' theft and maybe contacted at:

North Carolina Attorney General Roy Cpopet
9001 Mail Service Center
Raleigh, NC 27699-9001

(919) 716-6400 or (877) 566-7226 toll free
http://www.ncdpj.com

The Federal TradeComniission
'600 Pennsylvania Avenue, NW

Washington, bC 20580
(877) 438-4338

http://Www,ftc.gov

Special Notice ForMatyland Residents

The Maryland Attorney General's Office and theFeder~TradeCommission (FTC) can provide you with
information ab()ut steps which you can take to avoi<;li4~ntity'thea and may be contacted at:

Maryland Attorney General Brian E. Frosh
200 St. Paul Place

Baltimore, MD 21202
(410) 528~8662or (888) 743~0023 t()ll-free

TDD: (410) 576-6372
http://www.oag.state.md.uslidtheftl

, The Federal Trade Commission
600 Pennsylvania Avenue, NW

'Washington, DC 20580
_(877) 438-4338
http://wwW.ftc.gOV

http://www.ncdpj.com
http://Www,ftc.gov
http://www.oag.state.md.uslidtheftl
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