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ATTORNEYS AT LAWS® Baskerville and Schoenebaum, P.L.C. Ruan Center, Des Moines, IA 50309

July 18, 2018 direct phone: 515-242-2404
direct fax: 515-323-8504
email: pray@brownwinick.com

Joseph Foster

Office of the Attorney General
33 Capitol St.

Concord, NH 03301

Re: Security Breach Notification

To whom it may concern:

This firm represents Blue Springs Family Care, P.C.(“Blue Springs Family Care”) in Blue
Springs, Missouri. This letter is intended to notify you of a security breach that occurred at Blue
Springs Family Care and involved the personal information of one (1) New Hampshire resident.

WHAT HAPPENED?

On May 12, 2018, Blue Springs Family Care’s computer vendor determined that the clinic’s
system had suffered a ransomware attack. The computer vendor and a separate forensic computer
vendor, hired on that same day, began the investigation and recovery process. The investigation
found indications that unauthorized persons had compromised Blue Springs Family Care’s
computer system and loaded a variety of malware programs, including the encryption program
responsible for the ransomware attack. The investigation concluded the unauthorized persons
would have had the ability to access all of the Blue Springs Family Care’s computer systems. At
this time, we have not received any indication that the information has been used by an
unauthorized individual.

WHAT INFORMATION WAS INVOLVED?
The information that may have been compromised in the attack included patients’ full names,

addresses, dates of birth, Social Security numbers, account numbers, driver’s license numbers,
medical diagnoses and disability codes.

WHAT WE ARE DOING

In response to this incident, Blue Springs Family Care has taken steps to strengthen its defenses
against similar incidents in the future. Immediately after discovery of the incident, Blue Springs
Family Care engaged a forensic information technology company to assist with quarantining the
affected systems and to install software to monitor whether any unauthorized person was
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