STACY HARPER
DIRECT DIAL: 913-327-5120
sharper@spencerfane.com

May 25, 2021

Consumer Protection Bureau

Office of the New Hampshire Attorney General
33 Capitol Street

Concord, NH 03301

Re: Notification of Data Breach

Dear Sir or Madam:

We are writing on behalf of our client, Blue Cross and Blue Shield of Kansas City (‘BCBSKC"), a
Missouri non-profit corporation providing health insurance services located at 2301 Main Street, Kansas
City, MO 64108. LogicGate, Inc. (“LogicGate”), a company that provides hosted software to BCBSKC for
administrative activities, located at 320 W Ohio Street, Floor 5E, Chicago, IL 60654 had a cybersecurity
incident involving unauthorized access to some of its clients’ back-up files. BCBSKC's systems were not
accessed or affected in any way.

On March 27, 2021, LogicGate notified its customers of unauthorized access to some LogicGate
systems. LogicGate terminated the access, notified law enforcement, and began a forensic review to
determine the extent of the unauthorized access. On April 7, 2021, LogicGate notified BCBSKC that
some BCBSKC data may have been accessed on February 23, 2021. LogicGate has implemented
changes to its safeguards to increase the security of data maintained in its systems, including enhanced
authentication protocols and modified access rights and role assumptions. Such safeguards have been
verified by a third-party auditor.

BCBSKC completed its analysis of impacted data on May 20, 2021 and identified 47,035
potentially affected individuals (“BCBSKC Members”). For the majority of the BCBSKC Members
affected, information in LogicGate’s system included some combination of the following data elements:
member name, date of birth, address, insurance information (e.g. member identification number, group
number), and/or medical information (e.g. date of service, treatment information, prescription
information). For 13,975 of the BCBSKC Members, Social Security number may also have been one of
the data elements in the system.

While BCBSKC does not do business in the state of New Hampshire, current New Hampshire
residents were affected. Notification to affected BCBSKC Members, including 18 New Hampshire
residents will be mailed on May 26, 2021. 16 of the New Hampshire residents receiving notifications will
be notified that the impacted data may have included their Social Security number. Although LogicGate
has no evidence that personal information has been misused, all impacted BCBSKC Members,
regardless of whether their Social Security number was potentially involved, are being offered two-year's
credit monitoring protection through IDX. A sample of the BCBSKC Member notification is attached.

A dedicated assistance line and website https://response.idx.us/blue for BCBSKC Members
seeking additional information regarding this incident has been established and will be available on May
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26, 2021. This assistance line can be reached at 833-664-2014 Monday - Saturday, 8am - 8pm CST. In
addition to member notification, consumer reporting agencies and the Office for Civil Rights are being
notified.

BCBSKC takes the protection of its member informatinn verv serinuslv - If vou have any
questions regarding this notification, please contact me a r (913) 327-5120.
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Again, at this time, there is no evidence that your information has been misused. However, you can take full advantage of
this service offering. IDX representatives have been fully versed on the incident and can answer questions or concerns you
may have regarding protection of your personal information.

For More Information

You will find detailed instructions for enrollment on the enclosed Recommended Steps document. Please keep this letter
because you will need to reference the enrollment code at the top of this letter when calling or enrolling online.

Please call 833-664-2014 or go tc for assistance or for any additional questions you may have.

LogicGate and Blue KC take your privacy and the security of your protected health information seriously. We sincerely
regret any inconvenience or concern this incident has caused you.

Sincerely,

Matt Kunkel
CEO

(Enclosure)










