A
NORTON ROSE FULBRIGHT

Norton Rose Fulbright US LLP
Tabor Center

1200 17th Street, Suite 1000
Denver, Colorado 80202-5835
United States

Direct line +1 303 801 2758
May 19, 2017 kris kleiner@nortonrosefuibrig|

By Certified Mail Tel +1 303 801 2700

Return Receipt Requested Fax +1303 801 2777
nortonrosefulbright.com

Office of the New Hampshire Attorney General
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Re: Legal Notice of Information Security incident
Dear Sirs or Madams:

| write on behalf of my client, Michael T. Blevins, Inc. (“Blevins”), to inform you of a potential
security incident that may have affected the personal information of one New Hampshire
resident. Blevins is notifying affected individuals and outlining some steps they may take to help
protect themselves.

Blevins recently learned that an unauthorized individual was able to gain access to its network
for limited periods of time between March 26 and March 31, 2017. Based on the information
currently available, it appears that the unauthorized individual may have accessed certain client
files while on the network. The information contained in client files includes name, address,
date of birth, phone number, Social Security number and financial account information.

Blevins takes the privacy of personal information very seriously, and deeply regrets that this
incident occurred. Blevins took steps to address and contain this incident promptly after it was
discovered, including engaging an outside forensic expert to assist in investigating and
remediating the situation. Blevins has also reconfigured various components of its systems to
prevent unauthorized access and implemented additional layers of protection to enhance the
security of its systems. In addition, Blevins has contacted law enforcement and the IRS and will
continue to cooperate in their investigation of this incident.

Affected individuals are being notified via a written letter, which will begin mailing on or about
May 18, 2017. A form copy of the notice being sent to the affected New Hampshire resident is
included for your reference.

If you have any questions or need further information regarding this incident, please contact me
at (303) 801-2758 or kris.kleiner@nortonrosefulbright.com.

Norton Rose Fulbright US LLP is a limited liability partnership registered under the laws of Texas. 23409588.1

Norton Rose Fulbright US LLP, Norton Rose Fuibright LLP, Norton Rose Fulbright Australia, Norton Rose Fulbright Canada LLP and Norton Rose
Fulbright South Africa Inc are separate legal entities and all of them are members of Norton Rose Fulbright Verein, a Swiss verein. Norton Rose
Fulbright Verein helps coordinate the activities of the members but does not itself provide legal services to clients. Details of each entity, with certain
regulatory information, are available at nortonrosefulbright.com.
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Very truly yours, -

Enclosure

23409588.1




Michael T. Blevins, Inc.
Mail Handling Services

777 E Park Dr

Harrisburg, PA 17111

A-349
NAME May 19, 2017
ADDRESS
Dear NAME ,
Notice of Data Breach

We are sending you this letter to inform you of a potential security incident involving some of our current
and former clients. We are providing this notice to inform potentially affected individuals of the incident
and to call your attention to some steps you can take to help protect yourselves.

What Happened

Shortly before this year’s tax deadline, we identified some unusual events for certain clients, including
increased communications from the IRS and rejected e-filings. Because of this, we retained an
independent forensic investigation firm to assist in our investigation. Based on their investigation, it
appears that an unauthorized individual was able to gain access to our computer network for limited
periods of time over the course of several days in late March and, while there, may have been able to
access certain client files stored in our systems.

Unfortunately, we cannot be certain whether any particular client’s information may have been affected
by this incident, however, out of an abundance of caution, we are notifying all clients whose files may
have been accessed during the incident.

We cannot begin to express the emotional torment this has been, going through this discovery process,
and the incredible burden that's been put upon all involved. It's unbelievably disturbing that our clients,
friends, and family could have been affected by this criminal activity.

What Information Was Involved

They gained access to client tax data; W-2 information, names, social security numbers, dates of birth,
phone numbers, and direct deposit bank account routing and account numbers.

What We Are Doing

Our firm has always recognized the importance of securing our clients’ information and takes the privacy
and protection of personal information very seriously. We took steps to address this incident promptly
after it was discovered, including engaging outside forensic experts to assist us in investigating and
remediating the situation. We have reconfigured various components of our systems to prevent
unauthorized access and implemented additional layers of protection to enhance the security of our
systems.




While we are continuing to review and enhance our security measures, the incident has now been
contained. We have also contacted law enforcement and the Internal Revenue Service and we will continue
to cooperate with their investigation of this incident.

In addition, to help protect your identity, we are offering twelve months of complimentary identity
protection services from a leading identity monitoring services company. These services help detect
possible misuse of your personal information and provide you with superior identity protection support
focused on immediate identification and resolution of identity theft. For more information about these
services and instructions on completing the enrollment process, please refer to the information in the
“Information about Identity Theft Protection” reference guide included here.

What You Can Do

We want to make you aware of steps that you can take to guard against fraud or identity theft. You can
carefully check your credit reports for accounts you did not open or for inquiries from creditors you did
not initiate. If you see anything you do not understand, call the credit agency immediately. If you find any
suspicious activity on your credit reports, call your local police or sheriff's office, and file a police report
for identity theft and get a copy of it. You may need to give copies of the police report to creditors to clear
up your records. You may choose to notify your bank to see if there are any additional protections available
to prevent someone from accessing your account or initiating transactions without your permission. As a
general practice, we recommend regularly monitoring your accounts for unusual activity or any
transactions you do not recognize. If you find anything unusual, contact your bank immediately. Finally,
the “Information about Identity Theft Protection” reference guide, included here, describes additional
steps that you may take to help protect yourself, including recommendations by the Federal Trade
Commission regarding identity theft protection and details on placing a fraud alert or a security freeze on
your credit file.

For More Information
For more information about this incident, or if you have additional questions or concerns about this

incident, you may contact us at 844-535-5016 between 6:00 a.m. and 3:00 p.m. Pacific time, Monday
through Friday. Again, we sincerely regret any concern this incident may cause you.

Sincerely,

g

Michael T. Blevins







National Credit Reporting Agencies Contact Information

Equifax (www.equifax.com)
General Contact:

P.0. Box 740241
Atlanta, GA 30374
800-685-1111

Fraud Alerts:

P.O. Box 740256, Atlanta, GA 30374
Credit Freezes:

P.O. Box 105788, Atlanta, GA 30348

Experian (www.experian.com)
General Contact:

P.O. Box 2002
Allen, TX 75013
888-397-3742

Fraud Alerts and Security Freezes:
P.O. Box 9554, Allen, TX 75013

TransUnion (www.transunion.com)
General Contact:

P.O. Box 105281
Atlanta, GA 30348
800-888-4213

Fraud Alerts and Security Freezes:
P.O. Box 2000, Chester, PA 19022
888-909-8872




