Jeffrey J. Boogay 1275 Drummers Lane, Suite 302
Office: (267) 930-4784 Wayne, PA 19087
Fax: (267) 930-4771

Email: jboogay@mullen.law

November 22, 2019

v+ WIRST-CLASS MAIL

Consumer Protection Bureau

Office of the New Hampshire Attorney General
33 Capitol Street

Concord, NH 03301

Re: Notice of Data Event

Dear Sir or Madam:

We represent Blauer Manufacturing Co., Inc. (“Blauer”) located at 20 Aberdeen St. Boston, MA 02215,
and are writing to notify your office of an incident that may affect the security of some personal information
relating to New Hampshire residents. This notice may be supplemented with any new significant facts
learned subsequent to its submission. By providing this notice, Blauer does not waive any rights or defenses
regarding the applicability of New Hampshire law, the applicability of the New Hampshire data event
notification statute, or personal jurisdiction.

Nature of the Data Event

On or about October 23, 2019, Blauer identified suspicious activity regarding its online e-commerce
website, www.blauer.com. Blauer immediately launched an investigation with the assistance of a third-
party forensic firm to determine the nature and scope of the activity. Blauer also took steps to implement
other procedures to further protect the security of customer debit and credit card information on its website.
Blauer believes that measures to date enable customers safely and securely to use payment cards on its
website. In an abundance of caution, however, Blauer is also planning to implement further security and
operational upgrades soon.

On or about November 11, 2019, the forensic investigation determined that it was possible that certain
customer credit and debit card information for transactions that occurred on Blauer’s e-commerce website
between September 26, 2019 and October 23, 2019 were subject to unauthorized access and/or acquisition.

Blauer provided notice to potentially impacted individuals whose credit or debit card was used for a
transaction on their e-commerce website during the relevant time period. The information that could have
been subject to unauthorized access or acquisition includes cardholder name, address, credit or debit card
number, expiration date, and card security code number or CVV, and in some cases, passwords that







EXHIBIT A




SBlauer

SERIOVUS PROTECTION

Re: |
Deal

Blauer Manufacturing Co., Inc. (“Blauer”) is writing to notify you of an incident that may affect the security of the payment
card information you recently used on our website, www.blauer.com. We take this incident very seriously. This letter
provides details of the incident and the resources available to you to help protect your information from possible misuse,
should you feel it is appropriate to do so.

What Happened? On or about October 23, 2019, Blauer identified suspicious activity regarding our online e-commerce
website, www.blauer.com. Blauer immediately launched an investigation with the assistance of a third-party forensic firm
to determine the nature and scope of the activity. Blauer also took steps to implement additional procedures to further
protect the security of customer debit and credit card information on our website.

On or about November 11, 2019, the forensic investigation determined it was possible that certain customer credit and
debit card information for transactions that occurred on Blauer's e-commerce website between September 26, 2019 and
October 23, 2019 may have been subject to unauthorized access and/or acquisition. While the investigation was unable
to definitively confirm whether card data was accessed or taken, Blauer is notifying you because we have confirmed that
your credit or debit card was used for a transaction on our e-commerce website during the relevant time period.

What Information Was Affected? The information potentially affected includes your name, address, credit or debit
card number. expiration date, and card security code number or CVV as they were entered during an online purchase on

In addition, if you attempted from our checkout page to sign into blauer.com when you had no
such account on file, the password that you attempted to use may also have been exposed if you entered it before typing
your credit or debit card number.

What Are We Doing? We take the security of personal information in our care very seriously. We have security measures
in place to protect the data on our systems and we are working to implement additional safeguards to help ensure
the privacy and security of information in our care. We are also offering individuals 1 year of complimentary identity
moenitoring through Kroll. This incident has been reported to your credit card company, and we will be reporting this
incident to certain state regulators and law enforcement.

What Can You Do? Please review the enclosed “Steps You Can Take to Help Protect Your Personal Information.”
We encourage you to activate the complimentary identity monitoring service through Kroll to help monitor your information.
In addition, we advise you to report any suspected incidents of identity theft to your credit card company and/or bank, as
well as your local law enforcement or the Attorney General.




For More Information: We understand that you may have questions about this incident that are not addressed in this
letter. If you have additional questions, or need assistance please call our dedicated assistance line al

Monday through Friday, 9:00 a.m. to 6:30 p.m., ET. You may also write to Blauer Manufacturing at 20 Aberdeen St,
Boston, MA 02215,

Blauer takes the privacy and security of the personal information in our care seriously. We sincerely regret any concern
or inconvenience this has caused you.

Sincerely,

) Bl

Michael Blauer, President
Blauer Manufacturing Co., Inc.
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SERIOUS PROTECTION
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Blauer Manufacturing Co., Inc. (“Blauer”) is writing to notify you of an incident that may affect the security of the payment
card information you recently used on our website, www.blauer.com. We take this incident very seriously. This letter
provides details of the incident and the resources available to you to help protect your information from possible misuse,
should you feel it is appropriate to do so.

What Happened? On or about October 23, 2019, Blauer identified suspicious activity regarding our online e-commerce
website, www.blauer.com. Blauer immediately launched an investigation with the assistance of a third-party forensic firm
to determine the nature and scope of the activity. Blauer also took steps to implement additional procedures to further
protect the security of customer debit and credit card information on our website.

On or about November 11, 2019, the forensic investigation determined it was possible that certain customer credit and
debit card information for transactions that occurred on Blauer’s e-commerce website between September 26, 2019 and
October 23, 2019 may have been subject to unauthorized access and/or acquisition. While the investigation was unable
to definitively confirm whether card data was accessed or taken, Blauer is notifying you because we have confirmed that
your credit or debit card was used for a transaction on our e-commerce website during the relevant time period.

What Information Was Affected? The information potentially affected inciudes your name, address, credit or debit
card number. expiration date, and card security code number or CVV as they were entered during an online purchase on

In addition, if you attempted from our checkout page to sign into blauer.com when you had no
such account on tile, tne password that you attempted to use may also have been exposed if you entered it before typing
your credit or debit card number.

Based on our review of the impacted card data, we believe that you used a personal consumer payment card for the
transaction at issue. You may, however, have instead used a business or corporate card. If you believe that vaii used a
business or corporate card for the impacted transaction, please call our dedicated assistance line a to
learn more about the steps you can take to protect your business organization’s information and to receive a new copy
of the notice letter addressed to your business organization.

What Are We Doing? We take the security of personal information in our care very seriously. We have security measures
in place to protect the data on our systems and we are working to implement additional safeguards to help ensure
the privacy and security of information in our care. We are also offering individuals 1 year of complimentary identity
monitoring through Kroll. This incident has been reported to your credit card company, and we will be reporting this
incident to certain state regulators and law enforcement.

What Can You Do? Please review the enclosed “Steps You Can Take to Help Protect Your Personal Information.”
We encourage you to activate the complimentary identity monitoring service through Kroli to help monitor your information.
In addition, we advise you to report any suspected incidents of identity theft to your credit card company and/or bank, as
well as your local law enforcement or the Attorney General.



For More Information: We understand that you may have questions about this incident that are not addressed in this
letter. If you have additional questions, or need assistance please call our dedicated assistance line a

Monday through Friday, 9:00 a.m. to 6:30 p.m., ET. You may also write to Blauer Manufacturing at 20 Aberdeen St,
Boston, MA 02215.

Blauer takes the privacy and security of the personal information in our care seriously. We sincerely regret any concern
or inconvenience this has caused you.

Sincerely,

) Bl

Michael Blauer, President
Blauer Manufacturing Co., Inc.






Experian TransUnion Equifax

P.O. Box 9554 P.O. Box 2000 P.O. Box 105069

Allen, TX 75013 Chester, PA 19016 Atlanta, GA 30348

1-888-397-3742 1-800-680-7289 1-888-766-0008

www.experian.com/fraud/centerhtmi  www.transunion.com/fraud-victim- www.equifax.com/personal/
resource/place-fraud-alert credit-report-services

Additiopal Information. You can further educate yourself regarding identity theft, and the steps you can take to protect
yourself, by contacting your state Attorney General or the Federal Trade Commission. The Federal Trade Commission
also encourages those who discover that their information has been misused to file a complaint with them. The Federal
Trade Commission can be reached at; 600 Pennsylvania Avenue, NW, Washington, DC 20580; www.ftc.gov/idtheft;
1-877-ID-THEFT (1-877-438-4338); and TTY: 1-866-653-4261. Instances of known or suspected identity theft should be
reported to law enforcement, your Attorney General, and the FTC. You can also further educate yourself about placing
a fraud alert or security freeze on your credit file by contacting the FTC or your state’s Attorney General. For Maryland
residents, the Attorney General can be contacted by mail at 200 St. Paul Place, Baltimore, MD, 21202; toll-free at 1-888-
743-0023; by phone at (410) 576-6300; consumer hotline (410) 528-8662; and online at www.marylandattorneygeneral.gov.
For New Mexico residents, you have rights pursuant to the Fair Credit Reporting Act, such as the right to be toid if
information in your credit file has been used against you, the right to know what is in your credit file, the right to ask for your
credit score, and the right to dispute incomplete or inaccurate information. Further, pursuant to the Fair Credit Reporting
Act, the consumer reporting agencies must correct or delete inaccurate, incomplete, or unverifiable information; consumer
reporting agencies may not report outdated negative information; access to your file is limited; you must give your consent
for credit reports to be provided to employers; you may limit “prescreened” offers of credit and insurance you get based on
information in your credit report; and you may seek damages from violator. You may have additional rights under the Fair
Credit Reporting Act not summarized here. Identity theft victims and active duty military personnei have specific additional
rights pursuant to the Fair Credit Reporting Act. We encourage you to review your rights pursuant to the Fair Credit
Reporting Act by visiting www.consumerfinance.gov/f/201504_cfpb_summary_ your-rights-under-fcra.pdf, or by writing
Consumer Response Center, Room 130-A, Federal Trade Commission, 600 Pennsylvania Ave. N.W., Washington, D.C.
20580. For New York Residents: The New York Attorney General provides resources regarding identity theft protection
and security breach response at www.ag.ny.gov/internet/privacy-and-identity-theft. The New York Attorney General can
be contacted by phone at 1-800-771-7755; toli-free at 1-800-788-9898; and online at www.ag.ny.gov. For North Carolina
Residents: The North Carolina Attorney General can be contacted by mail at 9001 Mail Service Center, Raleigh, NC
27699-9001; toll-free at 1-877-566-7226; by phone at 1-919-716-6400, and online at www.ncdoj.gov. For Rhode Island
Residents: The Rhode Island Attorney General can be reached at: 150 South Main Street, Providence, Rhode Island
02903, www.riag.ri.gov, 1-401-247-4400. Under Rhode Island law, you have the right to obtain any police report filed in
regard to this incident. There are approximately 24 Rhode Island residents impacted by this incident.

A Division of

DUFF&PHELPS

Bl Kroll.

TAKE ADVANTAGE OF YOUR IDENTITY MONITORING SERVICES

You've been provided with access to the following services' from Kroll:

Single Bureau Credit Monitoring. You will receive alerts when there are changes to your credit data—for instance,
when a new line of credit is applied for in your name. If you do not recognize the activity, you'll have the option to call a
Kroll fraud specialist, who can help you determine if it’s an indicator of identity theft.

Fraud Consultation. You have unlimited access to consultation with a Kroll fraud specialist. Support includes showing
you the most effective ways to protect your identity, explaining your rights and protections under the law, assistance with
fraud alerts, and interpreting how personal information is accessed and used, including investigating suspicious activity
that could be tied to an identity theft event.

Identity Theft Restoration. If you become a victim of identity theft, an experienced Kroll licensed investigator will work
on your behalf to resolve related issues. You will have access to a dedicated investigator who understands your issues
and can do most of the work for you. Your investigator can dig deep to uncover the scope of the identity theft, and then
work to resolve it.

1 Kroll's activation website is only compatible with the current version or one version earlier of Chrome, Firefox, Safari and Edge.
To receive credit services, you must be over the age of 18 and have established credit in the U.S., have a Social Security number in your
name, and have a U.S. residential address associated with your credit file.
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Blauer Manufacturing Co., Inc. (“Blauer”) is writing to notify you of an incident that may affect the security of the payment
card information your organization recently used on our website, www.blauer.com. We take this incident very seriously.
We are providing this notice so that organizations who are our customers receive advice comparable to what state
breach notification laws require that we provide solely to affected individuals. This letter provides details of the incident
and the resources available to your organization to help protect your organization's information from pessible misuse,
should you feel it is appropriate to do so.

What Happened? On or about October 23, 2019, Blauer identified suspicious activity regarding our online e-commerce
website, www.blauer.com. Blauer immediately launched an investigation with the assistance of a third-party forensic firm
to determine the nature and scope of the activity. Blauer also took steps to implement additional procedures to further
protect the security of customer debit and credit card information on our website.

On or about November 11, 2019, the forensic investigation determined it was possible that certain customer credit and
debit card information for transactions that occurred on Blauer’s e-commerce website between September 26, 2019 and
October 23, 2019 may have been subject to unauthorized access and/or acquisition. While the investigation was unable
to definitively confirm whether card data was accessed or taken, Blauer is notifying your organization because we have
confirmed that your organization’s credit or debit card was used for a transaction on our e-commerce website during the
relevant time period.

What Information Was Affected? The information potentially affected includes your organization's name, credit or debit
card number. expiration date, and card security code number or CVV as they were entered during an online purchase
or

In addition, if you attempted from our checkout page to sign into blauer.com when you had no such account on file, the
password that you attempted to use may also have been exposed if you entered it before typing your credit or debit
card number.

What Are We Doing? We take the security of sensitive information in our care very seriously. We have security measures
in place to protect the data on our systems and we are working to implement additional safeguards to help ensure
the privacy and security of information in our care. This incident has been reported to your organization’s credit card
company, and we will be reporting this incident to certain state regulators and law enforcement.

What Can You Do? You can find out more about how to help protect against potential identity theft and fraud in the
enclosed Steps Your Organization Can Take To Better Protect Its Information.



For More Information: We understand that you may have questions about this incident that are not addressed in this
letter. If you have additional questions, or need assistance please call our dedicated assistance line a'

Monday through Friday, 9:00 a.m. to 6:30 p.m., ET. You may also write to Blauer Manufacturing at 20 Aberdeen St,
Boston, MA 02215.

Blauer takes the privacy and security of your organization's information in our care seriously. We sincerely regret any
concern or inconvenience this has caused you.

Sincerely,

) Bl

Michael Blauer, President
Blauer Manufacturing Co., Inc.







