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I We are writing on behalf of our client, The Bishop Company, LLC ("The Bishop Co."), 
to otify you of a potential security incident involving New Hampshire residents. 

On July 28, 2017, The Bishop Co. ' s investigation of a suspected email phishing incident 
co~cluded . The investigation determined that an unauthorized individual was able to obtain 
cre~entials that were used to access a single employee' s email account as a result of the phishing 
inc\dent. While there is no indication that this unknown individual was able to access any other 
accr unts or systems beyond this one email account, The Bishop Co. 's investigation determined 
that some of its clients' information was contained in the emails, including names, Social 
Security numbers, and, in some instances, driver ' s license numbers. 

Commencing today, The Bishop Co. is sending written notification via U.S. Mail to 5 
Ne Hampshire residents in accordance with N.H. Rev . Stat. Ann. § 359-C:20 in substantially 
the l same form as the letter attached hereto. Notice is being provided as expeditiously as 
practicable and without delay. The Bishop Co. is offering the affected individuals a free one
yet membership in credit monitoring and identity theft protection services from Experian. The 
Bi op C?. has also provided contact information so that potentially affected individuals can ask 
an questions. 

I To help prevent something like this from happening in the future, The Bishop Co. is 
tak~ng steps to enhance its existing safeguards related to passwords and other sensitive 
information. 
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Please do not hesitate to contact me if you have any questions regarding this matter. 

Sin erely, 

~- P~ 

6111 5774.1 



THE BISHOP COMPANY, LLC 

ThoJ w.e;shop CLU,AEP 

Licenseb Insurance Advisor 

Presider 

[The Bishop Company, LLC letterhead] 

[Date f mailing] 

[Addrrs1 

Dear l[N ame] : 

Making insurance understandable 

The BLhop Company, LLC is committed to protectmg. the security and confidentiality of aU of the sensitive 
information provided by its clients_ We are writing to inform you about an incident involving some of that 
inf orrktion_ 

On JJ y 28, 2017, our investigation of a suspected email phishing incident concluded .. The in\ estigation 
deterdiined that an unauthorized individual ·was able to obtain credentials that were used to access a single 
empldyee's email account as a result of the phishing incident. \Vhile there is no indication that this 
~\W individual ~vas able to access any ot~er accounts or _systems beyond this one email. ac~unt, ~ur 
mvesfigatton detenruned that some of our chents' information \'\o"as contamed m the emails, mduding 
namd, Social Security numbers, and, in some instances, driver's license numbers_ 

Althol gh we have no evidence that your information \¥aS actually vie,;ved or misuse~ in any ·way, out of an 
abun~' ce of caution, we •vanted to let you know this happened and assure you we take it very seriously_ 
As a precaution, we are providing you with ai complimentary one-year membership in Experian's·i> 
Id_enti '\.Vorks5M _ This product helps detect pos_sible ~sus~ of y_our p_ersonal informa!ion an~ pro".ides you 
with dent1ty protect ion support focused on unmed1ate 1dentificat1.on and resolution of 1denhty theft. 
Identi~Works5M is completely free and enrolling in. this program will not hurt. your credit score. For more 
inforrpation on ldentity\VorkssM, including instructions on how to activate your complimentary one
year membership, as well as some additional s.t.eps you can take to protect yourself, please see the 
page that follows this letter. Identity Restoration assistance is immediately anilable to you .. 

\Ve rlgret any inconvenience or concern this may cause you. To help prevent something like this from 
happdning in the future, we are taking steps to enhance our existing safeguards related to passwords and 
other sensitive information_ 

If y, have any question•. plea.«e feel free ID reach out to me at 1-978-314-3100 

Smcerely, 

Lf:BitJ. Afil 
President 

Mailing Address: 10 Lexington Ave. • P 0 Box 5330 • Gloucester, MA 01930-0005 
Office L . cation: 32A Kennedy Road, Gloucester, MA 01930 • Tel : 978. 927.2008 • Fax: 978. 927.3520 • www.thebishopcompanyllc.com 

. ecurities offered through Va/Mark Securities, Inc. • Member FINRA, S/PC • 130 Springside Drive, Suite 300, Akron Ohio 44333-2431 • 1.800.765.5201 

The Bishop Company LLC is a separate entity from Va/Mark Securities, Inc. 



ADDITIONAL DETAILS REGARDING YOUR 12-MONTH EXPERIAN 
IDENTITYWORKS MEMBERSHIP 

• nroll by: 11.30.2017 (Your code will not work after this date) 
I 

• fisit the Experian IdentityWorks website to enroll: www.experianidworks.com/plusone 
• r rovide your activation code: 

If ylou have questions about the product, need assistance with identity restoration that arose as a result of 
this incident or would like an alternative to enrolling in Experian ldentityWorks online, please contact 
Experian's customer care team at 877-890-9332. Be prepared to provide engagement number DB02833 as 
probf of eligibility for the identity restoration services by Experian. 

A + dit card is not cequired foe emollment in Experian ldentityWocks. 

You can contact Experian immediately regarding any fraud issues, and have access to the following 
fea ures once you enroll in Experian Identity Works: 

• 

• 

• 

• 

• 

Experian credit report at signup: See what information is associated with your credit file. 
Daily credit reports are available for online members only.* 

Credit Monitoring: Actively monitors Experian, Equifax and Transunion files for indicators of 
fraud. 

Identity Restoration: Identity Restoration specialists are immediately available to help you 
address credit and non-credit related fraud. 

Experian IdentityWorks ExtendCARE™: You receive the same high-level of Identity 
Restoration support even after your Experian Identity Works membership has expired. 

$1 Million Identity Theft Insurance·· : Provides coverage for certain costs and unauthorized 
electronic fund transfers. 

Wl,lat you can do to protect your information: There are additional actions you can consider taking to 
re1uce the chances of identity theft or fraud on your account(s). Please refer to 
l w.ExperianIDWorks.com/restoration for this information. 

~ I Addjtjopal Steps You Cap Take 

Even if you choose not to take advantage of this free credit monitoring, we recommend that you remain 
vigilant for incidents of fraud or identity theft by reviewing your account statements and free credit reports 
fo~ any unauthorized activity. You may obtain a copy of your credit report, free of charge, once every 12 
m9nths from each of the three nationwide credit reporting companies. To order your annual free credit 
reRort, please visit www.annualcreditreport.com or call toll free at 1-877-322-8228. Contact information 
foti the three nationwide credit reporting companies is as follows: 

Equifax, PO Box 740241 , Atlanta, GA 30374, www.eguifax.com, 1-800-685-1111 
Experian, PO Box 2002, Allen, TX 75013, www.experian.com, 1-888-397-3742 
TransUnion, PO Box 2000, Chester, PA 19016, www.transunion.com, 1-800-916-8800 

'0 tline members will be eligible to call for additional reports quarterly after enrolling. 
'' Itlentity theft insurance is underwritten by insurance company subsidiaries or affiliates of American International 
Grbup, Inc. (AIG). The description herein is a summary and intended for informational purposes only and does not 
in1 ude all terms, conditions and exclusions of the policies described. Please refer to the actual policies for terms, 
co ditions, and exclusions of coverage. Coverage may not be available in all jurisdictions. 



If y u believe you are the victim of identity theft or have reason to believe your personal information has 
bee~ misused, you should immediately contact the Federal Trade Commission and/or the attorney general ' s 
office in your state. Contact information for the Federal Trade Commission is as follows: 

Federal Trade Commission, Consumer Response Center, 600 Pennsylvania A venue, NW 
Washington, DC 20580, 1-877-IDTHEFT ( 438-4338), www.ftc.gov/idtheft 

You can obtain information from these sources about steps an individual can take to avoid identity theft as 
well as information about fraud alerts and security freezes. You should also contact your local law 
enfo

1 

cement authorities and file a police report. Obtain a copy of the police report in case you are asked to 
proV.ide copies to creditors to correct your records. 


