





Reaumont

Dear NN 1

The privacy and security of the personal information we maintain is of the utmost importance to Beaumont Health
Foundation (“Beaumont”). We are writing with important information regarding a data security incident at Blackbaud,
a third-party service provider, which may have involved some of your personai information. Blackbaud is a software
and service provider that is widely used for fundraising and constituent or donor engagement efforts at healthcare
organizations, foundations, non-profits and universities worldwide. Beaumont uses one or more Blackbaud applications,
and Blackbaud experienced an incident impacting information stored in one of those applications. We want to provide
you with information about the incident and the significant measures we are taking to help protect your information.

What Happened

On July 16, 2020, Blackbaud notified Beaumont of a wide-reaching security incident that impacted its clients across
the world. Blackbaud reported to us that they identified an attempted ransomware attack in progress on May 20, 2020.
Bilackbaud engaged forensic experts to assist in their internal investigation. That investigation concluded that the threat
actor intermittently removed data from Blackbaud’s systems between February 7, 2020 and May 20, 2020. According to
Blackbaud, they paid the threat actor to ensure the data was permanently destroyed.

What Information Was Involved

After a thorough document review, on January 13, 2021, we determined that the data removed by the threat actor may
have contained some of your personal information, including you _ This incident does
not impact your Social Security number. Beaumont’s electronic health record system was not impacted by this
incident.
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Once we were informed of the issue, we immediately initiated an internal investigation. As a part of our investigation,
in addition to demanding detailed information from Blackbaud about the nature and scope of the incident, we engaged
outside experts experienced in handling these types of incidents to help determine the impact to our donors and
appropriately notify them. Beaumont also suspended sharing any additional financial data with Blackbaud through the
application involved in this incident.

M-; L Y SO B OSSR i r\_:._z

Blackbaud has assured us that they closed the vulnerability that allowed the incident and that they are enhancing their
security controls and conducting ongoing efforts against incidents like this in the future. According to Blackbaud, there
is no evidence to believe that any data will be misused, disseminated, or otherwise made publicly available.
Blackbaud indicates that it has hired a third-party team of experts, including a team of forensics accountants,
to continue monitoring for any such activity. Nevertheless, out of an abundance of caution, we want to make you
aware of the incident.









