GreenbergTraurig

Lori S. Nugent

Tel 214.665.3600
Fax 214-665-3601
nugentl@gtlaw.com

March 1, 2018

FIRST-CLASS MAIL
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Gordon J. MacDonald

New Hampshire Department of Justice
33 Capitol Street

Concord, NH 03301
attomeygeneral(@doj.nh.gov

Re:  Incident Notice Provided for Beachbody, LLC

Dear Attorney General MacDonald,

We are providing notification on behalf of our client, Beachbody, LLC (“Beachbody”) in
connection with an inadvertent disclosure incident that involved employee Form 1099
information.

Nature of the Incident.

On February 2, 2018, Beachbody learned that some of its Coaches received the wrong IRS Form
1099-MISC (1099). Beachbody immediately investigated the incident and discovered that due to
an error, a small number of the 1099s were mis-mailed, and went to an incorrect Coach. The
information on the mis-mailed 1099s included first name, last name and either the full social
security number or the last four digits of the social security number.

Number of New Hampshire Residents Affected.

The data set at issue included eight (8) New Hampshire residents. A notification letter is being
sent to these residents via regular mail on March 2, 2018. A sample notification letter is
attached.

Steps Taken and Plans Relating to the Incident.

Beachbody has taken additional measures including verification procedures to prevent an
incident like this from occurring again. Additionally, one year of identity protection services are
being offered to the impacted individuals at no cost. The services will be provided through ID
Experts’ MyIDCare, a well-regarded provider of these services. The services include: 12 months
of credit monitoring, and fully managed identity theft recovery services.
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Contact Information.
Should you have any questions or if additional information is needed, please do not hesitate to
contact me at nugentl@gtlaw.com or 214-665-3630.

Best regards,

%fu e
(o

Lori S.. Nugent
Shareholder

Enclosure
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BEACHBODY

Decide Commit Succeed ®

March 1, 2018
John Q. Sample
1234 Main Street
Anytown, US 12345-6789

Notice of Data Breach

Dear John Sample,

We are writing to inform you of a recent incident involving your personal information, which we previously raised to you.
We take the security and privacy of information in our care seriously. We apologize for any inconvenience this incident
may cause.

What Happened?

On February 2, 2018, we learned that some of our Coaches received the wrong IRS Form 1099-MISC (1099). We
immediately investigated the incident and discovered that due to an error, a small number of the 1099s were mis-mailed,
and went to an incorrect Coach.

What Information Was Involved?

You are receiving this notice because your 1099 information was sent to an incorrect Coach. The information in your
1099 included your first name, last name, and only the last four digits of your social security number.

What We Are Doing?

We have already taken additional measures including verification procedures to prevent an incident like this from
occurring again. To further address this situation, we are offering one year of identity protection services, at no cost to
you. The services will be provided through ID Experts, a well-regarded provider of these services. The services include:
12 months of credit monitoring, and fully managed identity theft recovery services.

What Can Affected Individuals Do?

With this protection, ID Experts will help you resolve issues if your identity is compromised. We encourage you to enroll
in ID Experts’ MyIDCare, using your Enrollment Code: by calling 1-800-939-4170 or visiting
www.idexpertscorp.com/protect. ID Experts” MyIDCare experts are available at 1-800-939-4170, Monday through
Friday from 6:00 a.m. to 6:00 p.m. PST (excluding holidays and weekends). The services start on the date you enroll, and
you can use the services at any time during the next 12 months. Please note the deadline to enroll is June 2, 2018.

For More Information.

We regret that this incident happened. If you have any questions, please contact us at Priority@Beachbody.com.

Sincerely,

Jonathan Gelfand
Chief Legal Officer
Beachbody, LL.C



State Notification Requirements

All States.

You may obtain a copy of your credit report or request
information on how to place a fraud alert or security freeze
by contacting any of the national credit bureaus below. It is
recommended that you remain vigilant for incidents of fraud
and identity theft by reviewing credit card account statements
and monitoring your credit report for unauthorized activity.

Equifax Experian
P.O. Box 740241 P.O. Box 2002
Atlanta, GA 30374 Allen, TX 75013

1-800-685-1111
www.equifax.com

1-888-397-3742
WWW.experian.com

TransUnion

P.O. Box 2000
1-800-680-7289

Chester, PA 19016
www.transunion.com

For residents of Massachusetts and Rhode Island.

It is required by state law that you are informed of your
right to obtain a police report if you are a victim of identity
theft.

For residents of Connecticut, Massachusetts, Rhode
Island, and West Virginia.

You also have the right to place a security freeze on your
credit report by contacting any of the credit bureaus listed at
above. A security freeze is intended to prevent credit, loans
and services from being approved in your name without
your consent.

To place a security freeze on your credit report, you may be
able to use an online process, an automated telephone line
or a written request. The following information must be
included when requesting a security freeze (note that if you
are requesting a credit report for your spouse, this
information must be provided for him/her as well): (1) full
name, with middle initial and any suffixes; (2) Social
Security number; (3) date of birth; (4) current address and
any previous addresses for the past five years; and (5) any
applicable incident report or complaint with a law
enforcement agency or the Registry of Motor Vehicles. The
request must also include a copy of a government-issued
identification card and a copy of a recent utility bill or bank
or insurance statement. It is essential that each copy be
legible, display your name and current mailing address, and
the date of issue. The consumer reporting agency may
charge a fee of up to $5.00 to place a freeze or lift or
remove a freeze and free if you are a victim of identity theft
or the spouse of a victim of identity theft, and you have
submitted a valid police report relating to the identity theft
incident to the consumer reporting agency.

For residents of Iowa, Maryland, Michigan,
Missouri, North Carolina, Oregon, and West
Virginia.

It is required by state laws to inform you that you may
obtain a copy of your credit report, free of charge, whether
or not you suspect any unauthorized activity on your
account.

For residents of Iowa.
State law advises you to report any suspected identity theft
to law enforcement or to the Attorney General.

For residents of Oregon.

State laws advise you to report any suspected identity theft
to law enforcement, as well as the Attorney General and
Federal Trade Commission.

For residents of Illinois, Maryland, Rhode Island and
North Carolina.

You can obtain information from the Federal Trade
Commission, and for residents of Maryland and North
Carolina, from your respective state Office of the Attorney
General, about fraud alerts, security freezes, and steps you can
take toward preventing identity theft.

Federal Trade Commission
Consumer Response Center

600 Pennsylvania Avenue, NW
Washington, DC 20580
1-877-IDTHEFT (438-4338)
www.ftc.gov

Maryland Office of the Attorney General
Consumer Protection Division

200 St. Paul Place

Baltimore, MD 21202

1-888-743-0023

www.oag.state.md.us

Rhode Island Office of the Attorney General
Consumer Protection Unit

(401) 274-4400

http://www.riag.ri.gov

North Carolina Office of the Attorney General
Consumer Protection Division

9001 Mail Service Center

Raleigh, NC 27699-9001

1-877-566-7226

www.ncdoj.com



